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Get Started with ServerGenius

Step 1: Installing ServerGenius on your computer

Installing ServerGeniusis an easy process.
Just download it from our web site, run the Setup-ServerGenius.exe and follow the steps detailed here.
Files are decompressed and copied into:

e "C:\Program Files\RDS-Tools\ServerGenius' folder (32 bit systems)
e "C:\Program Files (x86)\RDS-Tools\ServerGenius' folder (64 bit systems).

Thetrial version is afull featured version limited to 2 weeks.

After theinstallation, there will be a new icon on your Desktop:

A

SEMVENIENILE

Step 2: Checking your Installation

On your server, start an Internet browser (such as Chrome, Firefox or Internet Explorer).

Browse to http://localhost: 7777 by default, or change the "7777" part with the port you have chosen during the
installation.

If everything has been installed and configured properly, then you should have aweb page such as the one below:

A ServerGenius

Login

Restricted access, please login
Username admin

Password

If this pageis not displayed, please contact our Support team.

By default, the login is admin, password admin which you can then change by modifying the Settings on the
Administration tab.
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Step 3: Connecting Remotely to your Server's Reporting & Monitoring
web interface

Y ou can now connect to ServerGenius web interface from virtually any device (your computer or laptop, your tablet, your
mobile phone...).

All you have to do isto browse to http://yourserver:7777 (using your server's domain name or public | P address).

Next steps

We advise all our customers to read our online documentation.

Do not hesitate to contact usif you have questions or feedback about ServerGenius and/or this quick-start guide.

© TSplus - www.tsplus.net 4


/servergenius/
https://support.tsplus.net/

> SERVER ServerGenius - Documentation

Pre-requisites

Hardware Requirements

Please find below our recommendations based on the number of monitored servers:

Monitored servers CPU Memory (RAM)

1-2 2 8
34 4 16
5+ 8 32

Installing ServerGenius on an SSD type disk drive is recommended for better performance.

Also, you may need to allocate additional disk space for ServerGenius Server, depending on the number of servers and
websites monitored, and coincidelly the amount of data collected and stored in the PostgreSQL database.

Finally, please note that it is generally a good ideato run a monitoring application such as ServerGenius on a dedicated
server. This prevents other applications to reduce available resources.

Operating System

ServerGenius is compatible with the following OS:

Windows 7 Service Pack 1

Windows 8/8.1

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Both 32 and 64 hits architectures are supported.

Network

Only one network port is required, and will be asked during the setup. By default, we suggest to use port 7777, which is
not an officialy registered port and therefore not assigned to specific services.

© TSplus - www.tsplus.net 5
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If you want to access your ServerGenius web interface from outside your company's network, you will need either a
public I P address or a domain name / subdomain to access the server.

If you cannot connect to ServerGenius web interface on your server, please contact your Administrator first, asthisis
most probably a network or firewall issue, not a ServerGeniusissue.

© TSplus - www.tsplus.net
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Run ServerGenius Setup program and then follow the installation steps.

Please note that you must run this Setup as an Administrator, but don't worry, Windows will automatically require it.

Setup - ServerGenius |=1o -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

[ N "
merverizenius license agreement ~

Software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software,
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and ServerGenius, If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should promptly return the package
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on,

(®) I accept the agreement

() I do not accept the agreement

servergenius.net Mext = || Cancel

Click on "Next" if you agree to the license.

© TSplus - www.tsplus.net 7
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Select Destination Location
Where should ServerGenius be installed?

l Setup will install ServerGenius into the following folder.
1

To continue, didk Mext, If you would like to select a different folder, dick Browse.

C:\Program Files (x856)\RD5-Tools\ServerGenius | | Browse...

Atleast 10.2 MB of free disk space is reguired.

servergenius.net

Choose where to install ServerGenius on your computer (we recommend to use the default path).

ServerGenius
Configuration

Please choose the port that will be used by this server for ServerGenius,
If you dao not know what to type, leave the default value.

ServerGenius Port: (http:/localhost:?7)

=

servergenius.net

Choose the port on which ServerGenius will publish its web interface.

Thisisthe network port on which you will browse to see ServerGenius reports, alerts, administration panel, etc.

© TSplus - www.tsplus.net
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If you do not know what to enter, we recommend you to use the default port. Y ou can change it after the installation if

you need to.

Ready to Install
Setup is now ready to beqin instaling ServerGenius on your computer,

Click Install to continue with the installation, or dick Badk if you want to review or

change any settings.

Destination location:

C:\Program Files (x86)\RD5-Tools\ServerGenius

ServerGenius Port:

<]

servergenius.net

Installing
Flease wait while Setup installs ServerGenius on your computer,

Setting up database, this may take several minutes, please wait. ..

Cancel

servergenius.net

© TSplus - www.tsplus.net
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A progress bar is displayed and allows you to follow the installation progress.

Please be patient, asit can sometimes take up to afew minutesto fully install the software.

Completing the ServerGenius
Setup Wizard

Setup has finished installing ServerGenius on your computer,
The application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup,

[#] Launch ServerGenius;

servergenius.net

Theinstallation is now finished and ServerGenius is already running in the background on your server.

Y ou can now start using ServerGenius by double-clicking on itsicon on your Windows desktop:

SEMVEraenius

or by opening your browser and browsing to ServerGenius address (http://localhost: 7777 by default):

Login

Restricted access, please login
Username admin

Password .-

© TSplus - www.tsplus.net
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Thefreetria version isfully featured for 2 weeks.
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Updating ServerGenius

Run ServerGenius Update Release program (It is actually the Setup Program, available here and then follow the
installation steps.

Please note that you must run this Update Release as an Administrator, but don't worry, Windows will automatically
requireit.

Setup - ServerGenius |=1o -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

[ N "
merverizenius license agreement

Software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software,
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and ServerGenius, If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should promptly return the package
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on,

(®) I accept the agreement

() I do not accept the agreement

servergenius.net Mext = || Cancel

Click on "Next" if you agree to the license.

© TSplus - www.tsplus.net 12
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Select Destination Location
Where should ServerGenius be installed?

l Setup will install ServerGenius into the following folder.
1

To continue, didk Mext, If you would like to select a different folder, dick Browse.

C:\Program Files (x85)\RD5-Tools\ServerGenius | | Browse...

Atleast 10.2 MB of free disk space is reguired.

servergenius.net < Back || Mext =

Choose the ServerGenius installation folder on your computer, then click on "Next".

ServerGenius
Configuration

Please choose the port that will be used by this server for ServerGenius,
If you do not know what to type, leave the default value.

ServerGenius Port: (hitp:/localhost: 77)

[z

servergenius.net

Choose the port on which ServerGenius will publish its web interface.

Thisisthe network port on which you will browse to see ServerGenius reports, alerts, administration panel, etc.

© TSplus - www.tsplus.net 13
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If you do not know what to enter, we recommend you to use the default port. Y ou can change it after the installation if
you need to.

Ready to Install
Setup is now ready to beqin instaling ServerGenius on your computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:

C:\Program Files (x86)\RD5-Tools\ServerGenius

ServerGenius Port:

<]

servergenius.net

The Setup is now ready to install ServerGenius on your computer.

Click on "Install" to start the actua installation.

Installing
Flease wait while Setup installs ServerGenius on your computer,

Setting up database, this may take several minutes, please wait. ..

servergenius.net

© TSplus - www.tsplus.net 14
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A progress bar is displayed and allows you to follow the update progress.

Completing the ServerGenius
Setup Wizard

Setup has finished installing ServerGenius on your computer,
The application may be launched by selecting the installed
shortouts.

Click Finish to exit Setup.

[+] Launch ServerGeniug!

servergenius.net

The update is now finished, and you can start using the latest version of ServerGenius.

When it is required by the update, the Update Release program will ask you to reboot your computer to finish the update

process.

© TSplus - www.tsplus.net
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Activating your license

A License Administration Dashboard comes with Server Genius V4.

Y ou can see that a shortcut had been created on your desktop :

ServerGenius
License
Administration

On the Home tab, you can see the status of your License. Here it is a permanent Business Edition License:

ServerGenius License Administration - x

“ ServerGenius License Administration

1Rt HomE

(@57 LICENSE

@ Valid Permanent License (Business edition)

©He\p

If you click on the License tab, you will be able to see your License status and information, with your Computer ID and
Computer Name:

© TSplus - www.tsplus.net 16
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ServerGenius License Administration

“ ServerGenius License Administration

i HoME

(@5 LICENSE

(:) Refresh

License Status

(@57 valid Permanent License (Business edition)
E] Computer ID: 2222

[ computer Name: WIN-ATLOOCNOESS

Click on the "Activate License" button or go to Server Genius interface on your web browser (http://localhost: 7777 by
default) and click on the "Administration” > "License" menu.

The following page should be displayed:

A ServerGenius R s @ Websites Support Alerts Z Administration ~

= RDS Servers

Your License @ viepstes
¥ Seitings
Z License
Serial Number: P
:
Status Standard 15 days Trial © Logout
Number of Servers Allowed: Unlimited
Number of Websites Allowed: Unlimited

l:' £ Activate your License

2 Refresh License Dala

Standard 15 days Trial Version - 15 days remaining - Buy Now!

In order to get your Activation Key, connect to our Licensing Portal and enter your Email Address and your Order
Number:

Download the Customer Portal User Guide for more information about how to use it.

You will be able to see and copy your activation key. Click on the "Activate your License" button and enter it:

© TSplus - www.tsplus.net
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m ¥ Activate your License

% Refresh License Data

From now on, your License page will ook like the one below, to confirm that you have indeed an activated license:

License Activation

License Activation Success

You have successfully activated your license!

4= Back to your license details

Y ou can see the new status of your License by going back to your license details:

four Liarie - ServariGeniu ® o+

« c =] berminalsers ceplusdding net/admn/koense e :

Your License

Compunerin; 2232
Campubes Mamsa: WINGAILOOCHOESS
Stahus Wakd Permanent Livense (Business edition)
Number of Serers Alowed: 1
Kumnbar of Webshes Allowed ']

Flease use Sarverdenis Licanse Adminkiation appication i you wish 1o activate or rehast your licensa

> Refresh Licerse Data

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it will synchronize
information with our Licensing Portal.

N.B: You can still download alicensellic file on the Licensing Portal for Server Genius Legacy Versions. Download the
Customer Portal User Guide for more information about how to use it.

Thank you for choosing ServerGenius!

© TSplus - www.tsplus.net 18
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Servers Management

Y ou can see and remove the servers you wish to monitor under the Administration tab > RDS Serverstile of Server

Genius:

/ Administration -

= RDS Servers
@ Websites

£ Settings

¥ License

® Logout

A& ServerGenius

Servers Management

Server Nickname Computer Name

My Applications Server WIN-URFCTRSQGDF #EDIT

Edit Nickname

=+ Add a new Server

Remove

B Remove

Add anew server by clicking on the "Add a new server" button, you will then see thisinterface:

A ServerGenius

New Server

To start monitoring a new Windows computer:

1. Open a session on the computer you want to start monitoring
2. Browse to the current page

N 4 Download and run Agent Setup

4. Your computer is now displayed in ServerGenius

Alternatively, you can also download the setup right now, transfer it and
then run it directly on the new computer.

© TSplus - www.tsplus.net
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Follow the procedure by downloading Server Genius Agent on the new server you wish to add:

License Agreement
Flease read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

L N .
merverGenius license agreement

L)

Software D

You should carefully read the following terms and conditions before opening the

|software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and ServerGenius, If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should promptly return the package
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on.

(®) I gccept the agreement
() I do not accept the agreement

servergenius.net

Asfor Server Genius setup, agree to the License, then select the destination location folder (by default, it will be
installed on C:\Program Files (x86)\RDS-Tool s\ServerGenius Agent):

Select Destination Location
Where should ServerGenius Agent be installed?

l Setup will install ServerGenius Agent into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

|C:1|ngram Files (x55)\RD5-Tools\ServerGenius Agent| | | Browse. ..

At least 5.3 MB of free disk space is required.

servergenius.net

© TSplus - www.tsplus.net 20
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Then, enter the main server URL:

ServerGenius Agent
Configuration

Please enter the ServerGenius main server LRL,
This is the address where this Agent will send its performance data.

ServerGenius URL:

http://rds-tools.ddns.net: 7777

servergenius.net

Click on install:

Ready to Install
Setup is now ready to beqin installing ServerGenius Agent on your computer.

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:

C:\Program Files (x86)\RD5-Tools\ServerGenius Agent

ServerGenius URL:
http: ffrds-tools. ddns.net: 7777

<]

servergenius.net

© TSplus - www.tsplus.net
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Then click on finish to exit the Setup.

servergenius.net

Run the agent and your new server should be visible on the Servers Management interface and on the Dashboard:

A iy Application Server

Processor: 8 % / RAM: 11 %
Active RDS Sessions: 1

@ hitp://www.example.com

Response Time: 80 ms
Result: OK (200)

A Activate predefined aleris

Completing the ServerGenius
Agent Setup Wizard

Setup has finished installing ServerGenius Agent on your
computer. The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup.

© Enable Auto Refresh

A& TESTING & pemo
Processor: 0 % / RAM: 7 % Processor: 0 % / RAM: 28 %
Active RDS Sessions: 0 Active RDS Sessions: 1
@ nitp:/terminalserviceplus.com @ ntips:/mwww tsplus.net/
Response Time: 1831 ms Response Time: 54 ms
Result: OK (200) Result: OK (200)

Warning: If you accidentally removed your server or want to change its name, we recommend you to uninstall and

reinstall Server Genius.

© TSplus - www.tsplus.net
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Websites M anagement

The Websites Management page enables you to display the list of monitored websites, add a new website to monitor
and remove awebsite.

Z Administration ~

= RDS Servers

@ Websites

£ Settings

¥ License

® Logout

The Websites M anagement page can be found under the Administration tab > Websites of Server Genius:

Websites Management

+ Add a new Website

Website Address Remove

hitp://www.example.com

hitp:/erminalserviceplus.com 1l Remove

hitps://www. tsplus.net/ i Remove

Add anew website by clicking on the Add a new Website button. Then, the New Website page is displayed and invite
you to specify the new website web address:

A ServerGenius

New Website

Add a new Website

Website Address www_example.com

Please note that in case the protocol is not specified, "http://" will be prepended to the website address provided. For
example, if the website address is www.example.com, then the website address monitored by ServerGenius will be

© TSplus - www.tsplus.net 23



ServerGenius - Documentation

TS

| SERVERGENIUS

http://www.example.com. Also, please enter two website addresses to monitor if your website is accessible through both

"http" and "https".
Y our new website should be visible on the Websites M anagement page and on the Dashboard:

© Enable Auto Refresh

Dashboard

A& 1y Application Server A TESTING A& pEno
Processor: 8 % / RAM: 11 % Processor: 0 % / RAM: 7 % Processor: 0 % / RAM: 28 %
Active RDS Sessions: 0 Active RDS Sessions: 1

Active RDS Sessions: 1

Q@ hitp/terminalserviceplus.com ‘@ hitps://www.isplus.net/

@|hiip/www example.com
Response Time: 54 ms

Response Time: 80 ms Response Time: 1831 ms
Result: OK (200) Resull: OK (200) Result: OK (200)

& Activate predefined alerts

Back To Top

24
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Settings

Y ou can manage ServerGenius settings by clicking under the Administration tab > Settings:

L ServerGenius =R ers 3 Websites - Alerts -/ Administration ~
. . = RDS Servers
Administration @ westes
. e
General Settings SlLiceRs
O Logout
Version 3.4.00

Port 77T

Language English

Authentication Settings
Administrator Username admin

Administrator Password

Emails Settings

SMTP Hostname terminalserviceplus.co
SMTP Port 25
SMTP Username alerts@terminalservice
SMTP PaSSWOTd  weeeseesnes
Send Email As watchers@terminalser

validate Saved Email Settings

Save

e Under the General Settings, you can see your Server Genius current version and the port you set up during
installation and setup your preferred language.

o Under the Authentication settings, you can modify the Administrator username and password (Which is by
default admin - admin).

o Under the Email settings, you can set the SMTP Hostname, Port, Username, Password and even set the Email
address you will receive the Alerts from.

Since Server Genius 3.4 version, an Email Settings Validation has been added and enables you to test and validate your
SMTP server settings. Click on the Validate Saved Email Settings line, then send an email to the recipient of your
choice:

© TSplus - www.tsplus.net 25
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A ServerGenius

Email Settings Validation

Validate Email settings by sending an email to the following recipient

Send

Back To Top

© TSplus - www.tsplus.net 26
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Choose a nickname for your servers

Sometimes, the server computer name is not the easiest way to distinguish your monitored servers. ServerGenius enables
you to choose a nickname for your servers and easily identify them.

/ Administration -

= RDS Servers

@ Websites

£ Settings

¥ License

® Logout

From ServerGenius homepage, select Administration and then, click on RDS Servers.

Server Nickname

DESKTOP-EEDE997

Servers Management

Computer Name Edit Nickname

DESKTOP-EEDE297 # Edit

= Add a new Server

Remove

-
Il Remove

From the list of monitored servers, click on Edit in order to give a nickname to the corresponding server.

© TSplus - www.tsplus.net
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Server Nickname Edition

Edit Server Nickname

Server Alias [ My Applica

Save

Type a nickname for your server, and then click Save.

Y our server has been renamed in ServerGenius and will be displayed using the specified nickname in the reporting

sections.

Server Nickname

My Application Server

Servers Management

Computer Name Edit Nickname

DESKTOP-EEDES97 # Edit

+ Add a new Server

Remove

-
I Remove

© TSplus - www.tsplus.net
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Performance Report

This report is available by clicking under the Serverstab --> Performance on the Server Genius web interface.

It displays the following data:

e CPU usage (in percentage of the total available CPU power)
e Memory usage (in percentage of the total available RAM memory)
¢ |/O (in percentage of the total available disk time)

The date-range can be customized by using the date-range picker at the top right of the web page.

Back To Top

EEEVCIITGINGEI SN & Users Activity Reports -

i «l1 Sener Perfomance Report i

A& Disk Drives Activity Tracking Report
& N etwork Utilization Report . .
Ny Application Server -

28 Running Applications Repoits -

Sermver selection

Server Performance Report

Time range reporting selection

& Last 8 hours ~

© TSplus - www.tsplus.net
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Disk Drives Activity Tracking Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab, then Server
Monitoring Reports tab, and then Disk Drives Activity Tracking Report.

It displays the Disk used space, in percentage of the total available disk space

The date-range can be customized by using the date-range picker at the top right of the Web page.

= Server Monitoring Reports ~

sl Sener Peformance Report

A& Users Activity Reports -

Server selection

22 Running Applications Reports -

i A sk Drives Activity Tracking Report
4 N etwork Utilization Report . .
N My Application Server -

Disk Drives Activity Tracking Report

Time range reporting selection

& Last 30 days -

Back To Top

© TSplus - www.tsplus.net
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Network

This report is available by clicking under the Serverstab --> Network on the Server Genius web interface.

It displays the Network usage with data sent and received in bytes/second for each hour, per server:

EEEEERNGIILEE SR & Users Activity Reports- B8 Running Applications Reports -

sl Sener Performance Report Senverselection

& Disk Drives Activity Tracking Report
| @ Network Utilization Report ! . .
My Application Server -

Network Utilization Report

Time range reporting selection

£ Last 4 hours ~

900000 bytess

810000 bytesis

720000 bytesis

630000 bytes/s

540000 bytes/s

450000 bytes/s -

360000 bytes/s

270000 bytes/s

180000 bytes/s — b

90000 bytes/s -

1030 11200 130 12:00 12:30 13:00 1330 1400 1430 15:00

W 6704 Adapter Received)
ntel[R] 82579LI4 Gigabit Netwark Comnection (Received)

M Lol Area Connection* 9 Received)
6704 Adapter (ent)

M Intel[R] 82579LM Gigabit Netvror k Comnection (Sent)
Local Area Connedtior 9 Sent)

The date-range can be customized by using the date-range picker at the top right of the web page.
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Connected Users Tracking Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab, then Users Activity

Reports tab, and then Connected Users.

It displays the log of the opened Remote Desktop Services (RDS) sessions for the selected period of time.

The date-range can be customized by using the date-range picker at the top right of the Web page.

my company \mirko zeta
mycompany W alencienne
mycompany \danie.daniow tsch

mypartnersinanna glaw ari

mypartr
mypartnersivicomte cascada
locahraoul saintbrioche
locahbogdanow itsch
locahsy i iane (#1)

locahsy W @ne (#2)

= server Menitoring Reports -

3 AM 09 AM 10AM 1AM 12 01PM 02 PM 03 PM 04 P o0s5PMm 06 PM 07 PM
I I | -
| || . I
I | |
. . | I
I I

B2 Running Applic ations Reports -

Senver selection
------------

@ Concurent Sessions
E connection Time . .
1y mpplication Server -

Connected Users Tracking Report

Time range reporting selection

& Last 30 days -

First Memncv Next  Last

Back To Top

© TSplus - www.tsplus.net

32



TS

FLUS

SERVERGEN[US ServerGenius - Documentation

Concurrent Sessions Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab, then Users Activity
Reports tab, and then Concurrent Sessions.

It displays the number of opened Remote Desktop Services (RDS) sessions for the selected period of time.

The date-range can be customized by using the date-range picker at the top right of the Web page.

= Server Monitoring Reports + Users Activity Reports - 22 Running Applications Reports -

nnected Users

ver selection

Concurrent Sessions Report

Time range reporting selection

& Last 30 days -

I Humber of Opened Sessions

Back To Top
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Connection Time per User Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab, then Users Activity
Reports tab, and then Connection Time.

It displays the number of minutes each user was connected to the server through a Remote Desktop Services
(RDS) session for the selected period of time.

The date-range can be customized by using the date-range picker at the top right of the Web page.

A ServerGenius = RDS Seners @ Websites Support -

= Server Monitoring Reports + 2 Users Activity Reports - 22 Running Applications Reports -

i Connected Users ver selection

& Concunent Sessions

Connection Time per User Report

Time range reporting selection

& Last 30 days -

oo N
homas bl

stephane [Jij 112 minut es
L 213 minutes
adrien [l 129 minutes

M Connection Time per User Report (minutes)

Back To Top
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Top Most Running Applications Tracking

This report is avail able from the ServerGenius Web interface by clicking on the RDS Servers tab, then Running
Applications Reports tab, and then Top Most Running Application.

It displays the number of each application's ssmultaneous utilizations, for the top 15 most utilized applications over
the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web page.

= server Monitoring Reports - & Users Activity Reports - [T ENS I ) TN L £

Sem i £52 Top Most Running Application E

2 Application Usage Audit
B Application Elapsed Time
¢« @ PerUser Elapsed Time

Top Most Running Applications Tracking

Time range reporting selection

& Last 00 days -

50 I

45

40

35

30 |

25

20 | |

15 l I

10 - 1 I I

S| T N T LT
Q. Q. Q. 9, [} Q. [/} Q, Q, Q Q. s, Os, Os, O
%, 5 %, 2 2, &) % e 75 ) 2 ap LN 7, %1y Lo 5, 0 5, o 5z, r> %5, 2y

Micr osoft Office Word
W Windows Galaiator
Micr osoft Office PowerPoint.
W My Gompany Reporting Tod
Micr osoft Office Excel
M Hotepad
Mirosoft Office Gneblote
M My Company CRM Application
Google Chrome
I Firefox
Migrosoft Edge
M Mia osoft Office Outlook

Maximum Number of Application's Simultaneous Utilizations (Top 15)

Back To Top
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Application Usage Audit Report

This report is avail able from the ServerGenius Web interface by clicking on the RDS Servers tab, then Running

Applications Reports tab, and then Application Usage Audit.

It displays the Number of users connected simultaneously to the application, for the top 30 most utilized applications

over the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web page.

= Server Monitoring Reports - 2 Users Activity Reporis - 2 Running Applications Reports -

Ser g Top Most Running Applic ation

1
E & Application Usage Audit i
E Application Elapsed Time
® @ perUser Elapsed Time

Application Usage Audit Report

Time range reporting selection

& Last 30 days ~

Adobe Reader and Aabat Manager

windows Gilcuator [N

Google rome

vicrosc e N °

Mozilla Arefox n
Hicrosott Ofce Excet N '*
[ —— -

Mierosoft otfic= viord |

My Company Reporting Tod 2

iy Campny it ot caton Y

M Maximum Number of Users Connected Smultaneously to the Apftication (Top 30)

Back To Top
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Application Elapsed Time Report

This report is avail able from the ServerGenius Web interface by clicking on the RDS Servers tab, then Running
Applications Reports tab, and then Application Elapsed Time.

It displaysthe application'stotal execution time, in minutes, for the top 30 applications over the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web page.

= Senver Monitoring Reports - A Users Activity Reports &8 Running Applic

Ser H

p Most Running Applic ation

& Application Usage Audit
i K Application Elapsed Time i
® @ per User Elapsed Time

Application Elapsed Time Report

Time range reporfing selection

& Last 30 days ~

Microsoft Office Onetote || 31 minutes
Windows Cdadator || 32 minutes
Microsoft Notepad il 120 minutes
Adabe Reader 197 minutes

Microsoft fice Powerfont [ 317 minie

Microsoft Office Word 365 minutes
Another Business Apptication [ 328 minutes

l‘.\Jos:(tDﬂ\:SE‘(Elr 558 minutes
Ity Company CRM spstication -_ 1073 mirutes

Microsoft Power Point 1260 minutes

pezitaFrcroc | ' =

Miarosoft Edge 1762 minutes

Googe crvome | 77 s

' Repor ting Tool 3398 minutes

My Cc
iy Company Susines Tt | ' ==

M pptication’s Total Execution Time (fop 30} (minutes)

Back To Top
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Application Elapsed Time per User Report

This report is avail able from the ServerGenius Web interface by clicking on the RDS Servers tab, then Running
Applications Reports tab, and then Per User Elapsed Time.

It displaysthe application'stotal execution time per user, in minutes, for the top 30 applications over the selected time
range.

The date-range can be customized by using the date-range picker at the top right of the Web page.

= Server Monitoring Reports - 2 Users Activity Reporis - 2 Running Applications Reports -

Ser g Top Most Running Applic ation
& Application Usage Audit
E Application Elapsed Time

Application Elapsed Time per User Report

Time range reporting selection

& Last 30 days ~

siaosott aifice onetote [NNINN
wandawrs caaiator |
nicrosoft Notepad [N 1 |
sacve ecer [ ] |

o oo [ S
Another Business Application -_ Y .
o one oo I

wcrasar omee poverront. [ L |
wozua eeroc | N
waror coee | N
P N
P— N
ey company eusiress oo | NS

W APPSERVER\adr fen
APPSERVER amille
W PARTNERSLaU
YCOMPANY, ig
W MYCOMPANY: thomas

Back To Top
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Website Overview Report

This report is available by clicking on the Overview tab from the Websites menu on ServerGenius web interface.

The Website Overview Report provides the following information:

¢ An heat map highlighting the website health for the past years. A red square indicates that the website was
subject of one or multiple outages during the day. An outage means that the website was unreachable by
ServerGenius or the website response code is an error code.

o Availability panel presents the calculated uptime and downtime in percentage for the specified period of time ; as
well as the number of outages registered and the outages total duration in minutes.

o Performance panel displaysthe latest, average, minimum and maximum response time in milliseconds for the
specified period of time.

o Responses pand list the number of responses by response category.

The period of time can be customized by using the date-range picker at the top right of the web page. Please note that the
heat-map will display the complete years corresponding to the selected period of time.
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" Availability

E]

Jsn Feb M
Uptime Downtime
100.000 % 0.000 %

Latest Response Time

109 ms

43794

Average Response Time

‘l‘ Server Performance Report

Website selection

http://www.example.com -

Overview

& Overview

sar

May Jun Jui

o Availability

Number of Outages

0

4 Server Performance Report

106 ms

ki Responses

Number Of Responses

Add a new Websile

Minimum Response Time

‘ Responses

Time range reporting selection

& Last 30 days ~

Sep ot Hoy Det

W o service oulsge recorded
M Cne or muitiple zervice autages recorded
Ne dsta svallatia

Total Outages Duration

0 minutes

Maximum Response Time

72ms 7223 ms

HTTP Response Code

OK (200)
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Website Avallability Report

This report is available by clicking on the Availability tab from the Websites menu on ServerGenius web interface.

The Website Availability Report displays the uptime in percentage for the specified period of time.

The period of time can be customized by using the date-range picker at the top right of the web page.

& Overview | o Availability | A Server eRepori W

Website selection

http://www.example.com -

Availability
Time range reporting selection

= Last 30 days =

o415 [0 /25 28 05101 05704 0507 o510 05/13 05116 L] o522
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Website Performance Report

This report is available by clicking on the Perfor mance tab from the Websites menu on ServerGenius web interface.

The Website Perfor mance Report displays the maximum, average and minimum response time in milliseconds for the
specified period of time.

Please note that for a narrowed down period of time, the maximum and minimum response time will not be displayed
and the actual response time will be displayed.

The period of time can be customized by using the date-range picker at the top right of the web page.

A ServerGenius = RDS senve

@ Overview " Availability A Server Performance Report B Responses

Website selection

http://www.example.com -

Server Performance Report

Time range reporting selection

& Last 30 days ~

5340 ms

1
I
I
I
i
I

-
—————.

3 1 7 N

-y

&
AL L L LT .
RS [, N——
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Website Responses Report

This report is available by clicking on the Responses tab from the Websites menu on ServerGenius web interface.

The Website Responses Report displays the number of responses per HTTP Code and the failed requests over the
selected period of time.

The number of HTTP Responses 200 (OK) over the selected period is displayed on the top of the graph.

The period of time can be customized by using the date-range picker at the top right of the web page.

& Overview " Availability 4 Server P e Report

Website selection

http://terminalserviceplus.com -

Responses

Time range reparting selection

& Last 30 days -

MNumber of HTTP Responses 200 (OK) aver the selecled period. 44052

Filed Requests (Website nat respanding)

I Numbser of Responses par HTTP Code over the selected period
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Alerts Management

Y ou can access the Alerts Management by clicking on the "Alerts' tab on the Server Genius web interface, then on the
"Management” menu item. Using the "Create a new Alert” button, you can add aerts on your Server Genius system.

A ServerGenius

Name
@ hitps /iwww tsplus net/
@uiy Application Server
@~Accountancy
Bpevelopment Server
Bpeyelopment Server

Bty Application Server

Threshold

Response Time > 10000 ms for at least
10 minutes

Downtime duration > 5 minutes

Active Users = 50 for at least 3 minutes

Processor = 85% for at least 3 minutes

Memory = 80% for at least 5 minutes

Disk Used Space > 75% for at least 120
minutes

Alerts Management Srimon

Action Manage
Send an email o alerts@tsplus.net W Remove
Send an email o alerts@tsplus.net & Remove
Send an email o alerts@tsplus.net W Remove
Send an email o alerts@tsplus.net & Remove

Send an email to alerts@tsplus._net

Send an email to alerts@tsplus.net

For servers, alerts can be set on:

Processor

Memory

1/0

Disk used space
Network Throughput In
Active Users
Downtime Duration

Y ou can customize with your own values:

A ServerGenius

Alert

Setanewalertonmy RDS Server v

When | downtime duration v is higherthan 3 minutes

Then send an email to aleris@tsplus.net

Save

My Application Server v

For websites, aerts can be set on Response Time or Downtime Duration.
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Once you have configured an alert on your server or your website, Server Genius will closely monitor the chosen metric
and send you an email as soon as the targeted threshold is reached or exceeded. Server Genius will of course also send
you an email when the metric is back to normal.

Notifications

Once you have configured an alert on your server or website, ServerGenius will closely monitor the chosen metric and
send you an email as soon as the targeted threshold is reached or exceeded. Server Genius will of course also send you
an email when the metric is back to normal.

Since Server Genius 3.4 version, it is now possible to enable real-time web notifications by allowing them into your web
browser:

i
),l’ Alerts Management - Server X\'l‘
L BRO1= Nids-tools.ddns.net: 7777 /alert]

B Les a Will you allow rds-tools.ddns.net:7777 to send

o A Notifications Allow  ~
notifications?
As
Learn more...
Allow Motifications Mot Now ~

On Microsoft Edge, it enables a Windows native notification display:

i SenverMonitorng Reports~ & Users Actwty Reparis= B8 Runining Applcaions Reparts =

MY SERVER -

Server Performance Report

On Firefox, Chrome and Opera the web push is displayed at the same location than native notifications:
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i server wonsanng Reporis= & Users Acinty Reports= B8 Running Appications Repcrs =

Semver setection

MY SERVER -

Network Utilization Report

Tme range repartng seiection

a3 a5 -

Finally, you can see alist of active and historic alerts by clicking on the "Alerts' tab on the Server Genius web interface,

then on the "History" menu item.

Back To Top
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Enabling HTTPS (SSL)

Follow the steps below in order to enable HTTPS (SSL) for the ServerGenius administration website and agents
endpoint. As aresult, administrators and machine agents will be able to access ServerGenius using the configured
HTTPS port.

Please note that enabling SSL support for ServerGenius does not prevent administrators and machine agents from
accessing ServerGenius using the current HTTP port configured (default is 7777 for administration website). Therefore,
thereisno need to reconfigure machines already monitored by Server Genius!

Summary

Regquirements
Open Certificate Manager

Import certificates

Find the certificate thumbprint

Register SSL certificate for ServerGenius
Configure ServerGenius SSL port

Restart ServerGenius

Requirements

¢ Please make sure you have administrator privileges on the server where ServerGeniusisinstalled.

e Enabling SSL support for ServerGenius requires avalid certificate, with the following details:

o The certificate's Issued To or Alter nate Subject Name should specify the ServerGenius website's domain
name (i.e. servergenius.mycompany.com) or the server name (i.e. COMP-SRVRO01)

o The certificate's purpose should be Server authentication

o The certificate must contain the private key

« If the certificate is not validated by atrusted certificate authority (CA) already installed in ServerGenius server,
then the CA certificate is also required. Usually, the CA certificate is required when the certificate is a self
generated certificate.

o The password for the private key of the certificate and the CA certificate, if applicable, are required for the
following steps.

Open Certificate Manager
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ooy 1
- Command Prompk J

- J Mokepad

I lﬂ_'\' thomas

! Internet Explorer

o
Documents

Serverzenius

Cornpuker
Metwork

Contral Panel

Devices and Printers

administrative Tools »

Help and Suppaorkt

Run...

» &l Pragrarms Windows Security

I |search programs and files E]J Log aff Pl
|f*5tart é& by || ‘l
4 o H =

Loginasaloca administrator on the server where ServerGeniusisinstalled. Then, from the Windows task bar, click on
Start. Then, click on Run....

== Type the narne of a prograrn, folder, document, or Internet
resource, and Windows will open it foryow.

Open; Im j

% This task will be created with adrministrative privileges.

(0] Cancel Browse,.,

A window opens and prompts for a program executable name. Type mmc.exe and click OK.
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= Consolel - [Console Root]
w Ackion  Miew  Favoribes  Window  Help

@ Tt CErl+R

—  Open... el

—  Save ChEl+5
Save As...

add/Remove Snap-in... Ckrl+M
Options. ..

1 ServerManager.msc

Exit

The Microsoft Management Console (MMC) opens. Click on File and then click on Add/Remaove Snap-in to choose the
feature to manage.

Add or Remove Snap-ins

You can sslack snap-ins For this console from those availabls onyour computer and configura the ssected set of snap-ins. For
exterysble snap-ins, vou can configure which extensons are enablsd.

Ayalsble srep-rs: Selecked srep-rs;
Snagin erdar - [ Corsale ook
= Artraz Contriol Mernscft S,
ﬁ.’lul}utuﬁu'l HMapager  Morosof b Zor,,
Certificabes Mrosoft Cor...

E.Comporent Seedres  Morosoft Cor .
II,“{l.lllq.-l.i.m Managa=.,, Moozl oy,

Devios [Managesr Moroscft Cor...
i Dk Waragement Meroscft and, ..
8] Evert: Viewser Mirosel L o,

Folder Merosoft Cor...

[ Group Palicy Ofiject ... Moroseft Cor..
B IP Sacurky Mondor Mirosoft Cor .
ooy IP Sepurky Policy e, Morosoft Cor,

= unkto Web odcress Morosoft Cor...

& ocal Users and Go... Mirnsoft o, 2 %
Desoription:

The Cardificabes snap-n alows pou ko browes Lhe conlants of Lhe cerbhcste shorss b yoursell, 2 servis, or 8 computar,

o | caent |

Inthelist of Snap-in, choose Certificates and then click on Add. The snap-in is added to the Selected snaps-ins
column. Then, click OK.
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FLUS

Certificates snap-in |

This znapan wil abway: manage cerbhicates for:
" My uzer account
" Service account

(% Computer acoount

¢ Back I Nest » I Carcel

In the dialog that appears, select Computer Account, then click Next.

Select Computer | x|

Select the compubes pou wank this srapHn to mansge,
— Thiz sragein will avaps manage:
¥ Local computer: [the computer thiz conzale is nning on

" Another computer, I Browss.. I

™ &low the selected computer to be changed wher launching from the command line. This
only applies  you s&ve the console.

< Back I Finizh | Cancel

Choose Local Computer and click Finish.
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Al or Remmove Snap-ins

“oa) can select snap-ine for tis console From thoss swailsble on wour computer and configure the sejsched st of snapeirs. For
el wngp-re, vou can oonligure which exbarsions are enabied,

Avallable snom-ins:

Srap-n [ warvdor -

= dctive Conbnal Mgl | Cor s

i3 vwkbonzation Mansger  Miorosoft Cor..

LaM CertFicates S

i COanonEn Servines sirnsalt Do,

LD Comouter Mansgem,., Moo=l Cor o,
Dreraize Mlareger iorosoft Cor ..

5§ Dusk Management microsat and. .

&l Evant Wimsnr irnsoft Cok
Folter Hiorosal | Cor..,

1= roup Folicy Choedt .. Microsoft Cor .,

e s Moniber Moot Cor.

B 1P Sty Policy Ma,, Mioosoft Cor,

Lk o Wil Address Miorosafl Cor,,

& oo Users and o,

Derscripkion:

.. Miorosoft Cor... ll

Selected snap-ins:

[ Consols Rook Enl Exansions. .,
ﬂ':s'li wabes (Lacal Compular] .
=T

(MEVE Lo

M e

The Carbfestes snap-n alioves wou bo browse the conkents of the cerbficate stores for voursslF, & ssraze, or & compuser,

Click OK to proceed with importing

the certificates.

Import certificates

= Consolel - [Console Root'Certificates (Local Computer)',Personal]

@ Fle  Action  View Favorites

Windaw  Help
&m0 a = B

_ Console

+ [ [# [#

[+ [ [+ [+ [+

In the MM C window opened in the previous section, drill down to Certificates (L ocal Computer) and Personal.

Rook

B ﬂ Certificates (Local Computer)

Personal

Trusted Raoot Certification Autharities

Enkerprise Trust

Intermediate Certification Autharities
| Trusted Publishers

| Untrusted Certificates
| Third-Party Root Certification Autharitias

Trusted People
Remote Daskkop

Certificate Enrollment Requests

amart Card Trusked Rooks
Trusted Devices

Object Type
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= consolel [Console Root' Certificat es (Local Computer)’ Personal]

E File = fckion Wiew  Favorites  Window  Help

4w #h  Find Certificates. . ilen

| Cons Find Certificates. ..

= lc
m Mew Window From Here Request Mew Certificate, .,

Import, .

N Taskpad View...
[ Advanced Operations b
REFrﬂ-‘ TS
| Export List. ..
& Hel
L heR Authosities
# [ Trusted People
[# | Remote Deskiop
| Certificate Enrollment Requests
[# | Smart Card Trusted Rootks
[+ | Trusted Devices

From the Action menu on the command bar, select All Tasks and then click on Import....

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

|
- i This wizard helps youw copy certificates, cartificate trust
- ‘ﬁJ lists, and certificate revocation lisks From wour disk ko 2
e certificate store,
& certificate, which is issued by 2 certification autharity, is
& confirmation of your identity and contains infarmation
wused ko protect data or bo establish secure nebwork
connections, & certificate store is the system area where
certificakes are kept.

To contirue, click Maxt.

< Bacl MNexk = Cancel

The Certificate Import Wizard opens. Click Next to continue.
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Certificate Import Wizard

File to Import
SpeciFy the file vou want bo irport,

File name:
I Erowse. .. I

Mote: More than one certificate can be stored in 3 singks File in the Following Formats:
Personal Irformation Exchange- PECS #12 (PR, PLE)

Cryptographic Massage Svntax Standard- PKCS #7 Certificates { PTE)
Microsoft Serialzed Certificate Stare (,55T)

Learn maore about certificats File formats

« Back | Mexk = | Cancel

In this step, Click on Browse to find the cerficate. Then, click Next to continue and import the selected certificate. On

the next screen, enter the password you chose for the certificate.

Certificate Import Wizard

File to Import
Specty the fle wou want ko import.

File name:
I i UsarsithomasiDeskbopl CerbFicates), Jork Browwse, ..

Mote: More than one certificabe can be stored in 3 angle fils in the Follbwing Formats:
Personal Information Exchange- PECS #12 (PFA,.PL2)
Cryphographic Message Syntax Standard- PKCS #7 Certificakes (.F7E)
Microsoft Serialized Certificate Store (55T)

Learr maore about cartificate file Formats

< Back ezt > Cancel

Click Next to continue.
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Certificate Import Wizard

Certificate Store
CertFicate stores are system areas where certificabes are kapk.

Windows can automatically select & certificake store, or wou can specfy a location for
the certificate.

7 Automaticaly select the certificate store based on the bype of certificate
% Place al certificates in the Folowing store
Cettificate store:

Perzonal Browise. ,. |

Learn more about certificate stores

« Back Mexk = Cancel |

Choose Place all certificatesin the following store. Verify that the selected certificate store is Personal, then click

Next.

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imporked after vou dick Finish,

l:__f ‘fou have specified the following settings:

i elected by User JRSEGE
Content Certificats
File: Mams C:iUsersithomasiDes

= Back, Firiish Cancel

Click Finish to import the certificate.
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Certificate Import Wizard

Iol The import was successhu,

= |

Note:

If you need to import a CA authority certificate, repeat the import procedure above for the CA certificate.

Find the certificate thumbprint

P | esle] - [Corsole Bt Lertificates (Lo d Computer ¥ Peesona i Cectilic ates]

G Pl Action  Wew  Foworites  Wrdew  Helo

o | F o § L XE . Hm

| Cofroke Pood
B [ Certsicates (Local Comouber)
= Frrsonal
_ Certificabes
] Trigted Rook Certificaton uthonties
'+ Ertmrpena loust Cut
. Irbwviediye Certificntion Athoites Copw
B [ Tneted Pusishars [
Uit Conlifrates
B TrindFerty Fuok Certication Authorities Propelies
® [ Trsted Paocls
¥ Poamiode Desitop i
) Carsibicby Creoliresnt Rsquests
* Sruart Card Trustad ooty
¥ Trsted Deviois
i
e cortifratn

From MMC, right-click on the certificate and click Open.
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Certificate El |

General | Details | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose{s):

* Ensures the identity of a remote compuker
* Proves your (dentity bo & remote compuker
« 2 2353.140.1.2.1
*1.3.6.1.4.1.44%47.1.1.1

* Refer ko the certification authority's statement For details,

Issuedto: ~ -

Issued by: Let's Encrypt Authority X3

valid from 1/ 10/ 2018 to 4/ 10/ 2018

| Issuer Stakement I

Learn more about Zertificates

(0] 4 |

The certificate's details are displayed. Click on Details tab to display the certificate's properties.
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Certificate El |

‘General Details |EertiFicEﬁ:|n F‘ath]

Show: [::F'.Il:b ﬂ
Field | Walue | :J
:1._._' Buthority Key Identifier KevlD=ad 4apan3 04 7ddd ...
(&1 sutharity Information Access  [1]Authority Info Access: Acc..,
E;._ Subject Alkernative Mame DMS Mame= . LD
:4:._._' Cestificate Policies [1]Certificate Policy:Policy Ide...
r Key Usage Digital Signature, Key Encipher, .,
|= _'Eia‘sic Zonstrainks Subject Type=End Entity, Pat...
r Thumbprint algorithm shal
[ | humbprint 11d66deb 3l 4a3b 04 1Ffc .,

11 de Bd &b ab

75 BY 04 dS

31 43
dl 8h

Edit Properties. .. |

04 1f fc £8 c0 ad 72

Copy ba File, .. |

Learn more abouk certificats datails

Copy the value of the Thumbprint property for the next steps.

Register SSL certificate for ServerGenius

From the administrative command line, type the following to set up the SSL binding to ServerGenius, and specify the

appropriate port:

netsh http add ssl

cert

i pport=0.0.0.0:7778

cert hash=7??11d66d6b314a3b041f f cf 8c0ad72758704d5d18b appi d={ 35c57165- b326- 49b5-

9346-f 4e2cf 7f 2353}

=+ |Adminkstrabar: Conmand Prompt

= ¥
AL FF e BcBad?

BEL Certifica

y added

5

pport=A.A. 0 F
PIRL—hI2h—1%

The above command line takes the following parameters:

¢ ipport definesthe IP address and port which should be configured for ServerGenius. By default, we suggest to

use port 7778.
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o certhash identifies the certificate by its thumbprint, found in the previous section.

o appid specifies the application ID. ServerGenius application ID is 35c57165-b326-49b5-9346-f4e2cf 7f2353.

For Windows XP and earlier:

If your ServerGenius server is running under Windows XP or an earlier Windows release, the command netsh won't be
available. use the httpcfg command instead as below:

httpcfg set ssl /i 0.0.0.0:7778 /h 11d66d6b314a3b041f f cf 8c0ad72758704d5d18b /g
"{35c57165- b326- 49b5- 9346- f 4e2cf 7f 2353} "

Configure ServerGenius SSL port

ﬂk | 1 = LonalDisk [C2) = Program s (eB) - DS Tocks = ServerGenius - * |53 | search ServerGenus =)
Organise *  Indude inlbrary *  Sharmwith * Mew foldar =+ |l 8
B Hame [ebe mockied | ipe Siem | |
B Dechiop cers 1zjz0faolT 543 M Fle folder
& Dosninads [ A H13PH P fokder
< Rece Picts pasg 120007 %52 AN Fle fokdes
= Liraries stic 1zjz0fa0s 530 oM Pl folder
¥ Documerts et HEEOLE BAT AM Fle Tkl
o Music | config.json ZEZNZOLE S AN XS0 Fle LEa
] Pichures =] boeres 12J20H0LF 544 0 Licerse Lkd
B vdecs %) boagedret il AT 7206 P Appication axtanson 277 KA
=& Mano. Seonty.dl WIBZOLE T30 AN Apphcshion extenson 292 KB
T Compuber =
% Mewt preoft, Jeonodl BILEZOLY 157 PH Fpphcshon sxtermm SE7KE
apT— | Moageal Al OIIEZOLE TE0AM  Apphoabion exterson A0z K
M rzm e 21812010 H19 P Apphcshion T ED
& Mol acte Comel 100G (08 P Apphcabion sxtefmon S
SenveGenius. cee 2i1D20LE 525 P Apphcabion 453
_,". Saryerizenns. e, onfig 22000 419 PH #HL Configuration Fle ]
Sl .o AFFELA 419 P Do IR
) ServerGenusCommon.dl 2i15j20L8 5125 FH Applcakion exterson 5 KB
Sarearenuslauche: scn AR08 S:ba PH Apphcsbon 1,300 K5
| unins0on. dat ZIUZOLE S AN DATFie &1 EE
urns 000, & ZENZOLOMIL A Appheshon 1440 KD
| uns 0. iveg IEE0LE S0 AN MG Fl R
| 21 items
I

Open Windows File explorer and navigate to ServerGenius setup directory. By default, the ServerGenius setup path is
the following:

C:\Program Fil es (x86)\ RDS- Tool s\ Ser ver Geni us

Then, open the file config.json and specify the SSL port (e.g. 7778) as the value of the SslPort property.
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Note: in order to disable SSL for ServerGenius, rollback the changes by setting the SslPort property's value to 0 and

then restart ServerGenius.

H

"PoEE®: 77T,

"53=1Pore':77Ta,

FEey": "WeHDgOIeKJge 1¥EQodvx rv0SpLECQGEDT |
" idminUsernatwe ™ : "admin® ,

"idminPassword™: "admin™,
famtpUsername™: "™,

"SmmtpPasswvordt e,
"SmtpHost":"localhost" .
"SmtpPort™:2 5,

"EmailZender”: "reportingd localhose

Restart ServerGenius

From the administrative command line, type the following to restart ServerGenius service:

net stop ServerCGenius &% net start Server Geni us

ServerGenius is now configured to use SSL (HTTPS).
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How is data saved and can | access it from my
own applications?

In ServerGenius, all your datais saved in an open format. We use a PostgreSQL database to store both global and
servers and websites specific data.

The PostgreSQL database files are stored in the "db" directory inside ServerGenius setup directory.

Even if you can access these files both in read and write mode, we recommend that you always use read-only access
mode, in order to avoid any conflict between ServerGenius and your own applications.

Do not hesitate to contact usif you want to know more on devel oping your own applications using ServerGenius data.
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ServerGenius CPU consumption is above
expected. What can | do?

1) Check for updates

Please check regularly for updates, as most of them offer performance improvements. We recommend you to apply
ServerGenius updates out of working hours since the update may perform long running background operations on the
database.

ServerGenius latest update is always available from the following direct link.

2) Apply recommended configuration

A database will aways take all computing resources available to complete requests as soon as possible. Therefore, itis
recommended to size ServerGenius server according to its usage.

Please find below our recommendations based on the number of monitored servers:

Monitored servers CPU Memory (RAM)

1-2 2 8
34 4 16
5+ 8 32

Installing ServerGenius on an SSD type disk drive is recommended for better performance.

Also, you may need to allocate additional disk space for ServerGenius Server, depending on the number of servers and
websites monitored, and coincidelly the amount of data collected and stored in the PostgreSQL database.

Finally, please note that it is generally a good ideato run a monitoring application such as ServerGenius on a dedicated
server. This prevents other applications to reduce available resources.

3) Customize database configuration

ServerGenius relies on PostgreSQL database engine. The PostgreSQL database configuration file can be customized
based on the server's hardware configuration to enable optimal performance.

The following information are required to build your custom configuration file:
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e Memory (RAM)
e Number of CPUs
e Storagetype (HDD, SSD or SAN)

Several websites are able to generate the most relevant configuration file based on these information, such as
https.//pgtune.leopard.in.ua.

For example, please find below a recommended configuration for a2 CPU, 8 GB RAM server using HDD storage:

# DB Version: 10

# Total Menmory (RAM: 8 GB
# CPUs num 2

# Data Storage: hdd

max_connections = 20
shared_buffers = 512MB

effective _cache_size = 6GB

mai nt enance_wor k_nmem = 512MB
checkpoint _conpletion_target = 0.7
wal buffers = 16MB

default _statistics _target = 100
random page_cost = 4

wor k_nem = 128MB

mn_wal _size = 1GB

max_wal size = 2CB
max_wor ker _processes = 2
max_paral | el _workers_per_gather =1
max_paral | el _workers = 2

Note: ServerGenius uses PostgreSQL version 10

These settings should be replaced in the database configuration file located at: C:\Program Files (x86)\RDS-
Tools\Server Genius\pgsgl\data\postgresgl.conf. Then, the service ServerGeniusDatabase must be restarted for the
changes to take effect.

4) Rebuild database indexes

A database index is a data structure that improves the speed of data retrieval operations on a database. Indexes are used
to quickly locate data without having to search every row in a database table every time a database table is accessed.

We recommend you to rebuild database indexes periodically in order to speed up data access. This maintenance task
may take a while and we recommend you to proceed outside of working hours. From an elevated command prompt,
navigate to the Server Genius\pgsgl\bin directory and enter the following command:

C.\Program Fi | es (x86)\ RDS- Tool s\ Server Geni us\ pgsqgl \ bi n>
psqgl -U postgres -p 7779 -d servergeni us
- ¢ "REI NDEX DATABASE servergeni us"

When prompted for a password, type password. This operation may take up to an hour and may increase performance
dramatically.

5) Contact our customer support

If all the above recommendations failed to provide you an acceptable experience with ServerGenius, please do not
hesitate to contact our customer support and raise aticket at https.//terminal servicepl us.freshdesk.com. We will be happy
to help you regain control of your ServerGenius installation.

In order to facilitate our technical support and to reproduce your issue, we might ask you an export of your database.
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In order to do so, from an elevated command prompt, navigate to the Server Genius\pgsgl\bin directory and enter the
following command:
C:\Program Fil es (x86)\ RDS- Tool s\ Ser ver Geni us\ pgsql \ bi n>
pg_dunp.exe -p 7779 -U postgres servergeni us exportl. dunp
When prompted for a password, type password.

Once the export has finished, please share us the file located at C:\Program Files (x86)\RDS-
Tools\Server Genius\pgsgl\exportl.dump with any file transfer service.
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