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TSplus Remote Work Prerequisites

1) General Information

Important: TSplus RemoteWork isnot compatible with T Splus RemoteA ccess.
It is not possible to install it on a server with TSplus RemoteAccess already installed.
TSplus Remote Work enables easy remote desktop access from your home office to your workstation at the office.

Y our office workstation (the host) can be any PC running a Windows Professional OS from Windows XP Pro to
Windows 11 Pro. Please note that Windows Home, Basic and Family additions are not supported.

TSI REMOTEWORK
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e DATA CENTER
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The TSplus Remote Work Server is both your Web Portal and Connection Broker. It redirects connection requests to your
own office workstation. The Connection Broker can be installed on any Windows system, server, or workstation. The
Connection Broker PC can also be remotely accessed like any other one.

The Connection Broker is usualy installed nearby your ISP's Router. A NAT (Network Address Tranglation) rule
redirects the HTTP and/or the HTTPS ports (default value is port 80/443) from the external |P to the LAN IP of your
Connection Broker. In this configuration, your Connection Broker is the only system exposed to Internet.

For the most reliable access to your Remote Work Server, a Static Public IP Addressis required. If you do not have a
Static Public P Address, you may also try alternative Dynamic DNS services like DynDNS.org or NO-IP.org.

Unlike traditional Remote Desktop services, Remote Work does not require the default remote desktop port (3389) to be
exposed to the internet. All traffic is web based, using HTTP/HTTPS. This enables administrators to use SSL certificates
for encrypted connections from the outside world.

2) Operating system

Your hardware must use one of the operating systems below:
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Windows 7 Pro

Windows 8/8.1 Pro

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

¢ Windows Server 2022

Both 32 and 64 bits ar chitectures are supported.

The required framework is .NET version 4.5.2 for all supported Windows versions.

If you install Remote Work on a Windows 2008 to 2019 make sure the RDS or Terminal Servicesrolesaswell as
the RDS Terminal Services licensing role are not installed before installing Remote Work .
If these roles were present, remove them and reboot.

Windows 10 Home edition is not supported.

On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

Windows Server 2019 Essentials Edition does not support RemoteA pp.

3) Network parameters

The TSplus Remote Work Server must have afixed P address:
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General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 .
Subnet mask: 255 .

Default gateway: 192 .

Obtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server: 192 . 168 .

Alternate DMS server;

[] validate settings upon exit

Remote access (from Wide Area Network - WAN)

e A DSL connection is recommended as well as a public fixed address. Without a fixed | P address, you should
install adynamic DNS service like http://DynDNS.org More information about how to set this up can be found
here.

e The TCP RDP port (by default 3389) must be opened both ways on your firewall.

4) Sessions accessibility
Computers must be able to be accessible during remote connection sessions, it is therefore necessary that these computers
are powered on, and aso that the Standby or Hibernation mode are deactivated. The monitor(s) can be turned off.

If auser makes amistake and turns off his computer remotely, it is not practical to accessit again the next day. The
solution consists in activating this GPO : Administrative Templates (Computers) > Start Menu and Taskbar > Remove
and prevent access to the Shut Down, Restart, Sleep, and Hibernate commands.

It isaso possible directly viathe registry key:
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Finally, it is aso possible via TSplus Advanced Security, by checking the "No disconnect” box on the Secure Desktop
Customization tile:

W TSplus Advanced Security - Security Level Customization — X

Security Level Customization

Disks Control Applications Control

Currently customizing

Remove Recycle Bin

emove My Documents
Remove My Recent Documents
Remave My Music

Remaove My Pictures

emove Frequently Used Programs Currently based on
Remove Programs
Remove Help and Support Kiosk Mode
Remaove Control Panel

Remave Printers

Remave Metwork

Mo MNetwork Meighborhood

Remave Context Menu

estrict right click

Disable System Management programs
Disable Task Manager

Disable Windows key

Mo Folder options

Mo Active Desktop

Mo Disconnect

Mo Close

Mo Manage My Computer

-+ MNo Delete Printer

Mo Internet Explorer

WIN-A1LOOCNOES6\John

See this documentation for more information.
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TSplus Remote Work Installation

Run TSplus Remote Work Setup program and then follow the installation steps.

L5 Setup - TSplus-RemoteWork — *

Welcome to the
TSplus-RemoteWork Setup
Wizard

This will install TSplus-RemoteWork version 14,30, 11,2 on your
computer.,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Next> § | Cancel

Y ou can then select two custom options by ticking the corresponding boxes :

e Use custom proxy settings.
¢ Only download setup, which does not install TSplus Remote Work.

Click on next.

© TSplus - www.tsplus.net 8
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L5 Setup - TSplus-RemoteWork

Advanced Setup Options
Specify advanced setup options below,

If any doubt, simply dick Mext to continue setup.

] Use custom proxy settingsi

[ ] only download setup (do not install)

Click on "I accept the agreement".

L5 Setup - TSplus-RemoteWork

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

TSplus-RemaoteWark's license agreement

Software

You should carefully read the following terms and conditions before opening the
|software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and TSplus-RemoteWork, If you do not agree with these terms and conditions, or
do not want them to be binding on yvou, you should promptly return the package

unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on,

(®) I accept the agreement
()1 do not accept the agreement

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus Remote Work default
installation settings. According to our experience, most of the production issues are due to Windows security features.

Y ou can still modify these portsif you wish during installation or at any time on the Built-in Web Server Management of
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the AdminTool. Just make sure that the defined ports are available and that Javaisinstalled on the server.

_:;_') Setup - T5plus-RemoteWork

TSplus-RemoteWork : Access your PC using Internet

== four PC is at your warking place in your office building

-z four device at home is a laptop, a Macbook or a tablet

-= Your favorite browser is Chrome, Firefox or Internet Explorer
-z fou want to access your office Remate Desktop

-= Remote Waork does it all right, very well and so fast

Change port numbers Disable HTTP built4n web server

i
HTTPS:

(®) Use the built-n HTTP web server
(") Disable the HTTP web server

The progress bar appears and allows you to follow the progress of the process:
L5 Setup - TSplus-RemoteWork -
Installing
Flease wait while Setup installs TSplus-RemoteWark on your computer,
Finishing installation...
Cancel

Then the TSplus Remote Work logo appears and a window informs you about the completion of the installation.

© TSplus - www.tsplus.net
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1LYy Setup - TSplus-RemoteWork —

Completing the
TSplus-RemoteWork Setup
Wizard

To complete the installation of TSplus-RemoteWork, Setup
must restart your computer. Would you like to restart now?

Please make sure you know your Windows username and
password before rebooting,

(®)ifes, restart the computer nowi

() Mo, I will restart the computer later

To use TSplus Remote Work, you must reboot your system.
Thetria period delivers afull product for 15 days and 5 concurrent workstations.

© TSplus - www.tsplus.net
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Updating T Splus Remote Work

Our development team is working on adaily-basis to ensure the stability and compatibility of TSplus Remote Work with
the latest versions of Microsoft Operating Systems and the latest Updates.

We are proud to provide you with new features and enhancements every week.
Thisiswhy it is recommended to keep your server up to date.

By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

Download the latest version here with the Update Release.

© TSplus - www.tsplus.net 12
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Using T Splus Remote Work

Login

From his home PC, John opens aweb browser (Firefox, Chrome or Edge for example). Then, he types the address of his
Connection Broker and enters his login information:

__
.~

&« @ @ D & 1921661120 - @ g o =

Done: The logon goes to John’s office workstation.
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TS

PLUS

R E MOTEWO n |< TSplus Remote Work - Documentation

[+ S T = %] ] ) -
C O & Monsor Tt @ B
kwiora  TH acn B Tock Fmtigreg FmilprghW B LegnicPedde 5 Sadde ot QY Pepo Pl temnes [l Cutbome

John

{ . Welcome

Session Capture

If John leaves the office with unfinished work and an opens a session on his workstation, TSplus Remote Work will
capture his Desktop when he will start working from home.
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Printing

John can print documents on hislocal printer at home. He just has to select the Universal Printer.
The Universal Printer turns each of John’s print into a PDF file. This PDF is saved by hisweb browser:
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John can display, print or save this PDF print file on his home PC.
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Customize Remote Work Web Portal

Web Portal Design

A

Look & Feel
Page Header
Theme: Photo w Baseline: |Connecﬁng People and Systems T| 13
Photo Office v = IR ©
Title: |Remnta Work | Logo: |yf'tware'-4ava'-4mg"-header_web png| {%] Browse. ‘
Logon Display Text: | Remote Wark |
Background color: | HD3864E | |:| Choose. BLTS Q EMOT E
Text color [ HFFFFFF | E cnoose. |

Ve Focter

software’javaimg\footer png ]|
Field Labels
Usemame: | User name: |
Password: | Password: |
Domain | Domain: |
2-Step Verfication: |Z€tep verfication: |
=) @ ) 3

Log-on Button |Conned my PC | (::) Reset k_é Preview @ Save

With the Web Portal Design tab, you will be able to customize all the display and graphic settings, as well as add your
own logo. Y ou have the choice between a collection of 20 photos, or you can add your own. Y ou can aso set any color
theme with the background color of your choice or you can use one of the classic themes.

Some advanced tips:

¢ You don't haveto click on a"Choose..." button if you already know a color code: just typeit in the input.
o Be careful with the real size of the pictures: your page could be quite bad-looking if a pictureistoo big.
¢ Do not hesitate to use the "Preview" button on the bottom, it's fast and easy!

Saving typed values and Resetting to default ones

When you close this window, all the values you typed and checked are saved.

If you want to reset these values to values by default, click on the "Reset" button on the bottom.

© TSplus - www.tsplus.net 17
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Web Portal Preferences

Using the Web Portal Design and the Web portal Preferences, you will be able to create your own customized HTML

Web Access pages - and there is no need to be a web devel oper!

=] x
Preferences
Default Values
Login: | |
Password: | |
Domain: | |
[ ] 5how the Domain field Remember last login
Hide server selection list

Advanced
Keyboard: |as_|:nn:nwser
Upload: Folderto select files. Download: Folder for all received files
{®) User Deshiop (defautt) {®) User Deskiop (default)
(") My Documents () My Documents
() WebFile folder ) WebFile folder
() Custom folder: () Custom folder:

| Select .. | Select...

Folder path from where the user will Folder where all downloaded files

select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)
(®) Use Explorer to select files {illse TSplus-RemaoteWork GUE
=
@ Reset ‘ Q Preview ‘ @ Save

Thistile allows you to configure the Web Access page:

o "Default Values": you can specify adefault login, password and domain that will auto-populate the login fields.
All of the settings present here are saved in the index.html file, which can be copied and renamed to your

preference.

¢ "Show the Domain Field": when checked, the Domain field isincluded in the login information regquest.
e "Keyboard": only for advanced administrators who have specia keyboard requirements.
¢ "Upload - Download": choose source and destination paths for file uploads and downloads.

Generating the HTML Web Access page

© TSplus - www.tsplus.net
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We advise you to try a"Preview" before generating anew HTML Web Access page.

Once you are pleased by the preview, then you can click on the "Publish” button to generate and publish the page to your
web server'sroot folder.

You will be asked for a page name. If you want to overwrite your default page, use "index". In this case, the newly
published web page will be accessible at: http://your-server.com/index.html

© TSplus - www.tsplus.net 19
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HTMLS Client

On thistile, you can edit the parameters for the HTML5 client web display:

HTMLS Client

Menu bar:

File Transfer:
Ctr+Alt+Del:

Top menu preference:
Default Colors:
Connection Timeout:

Waming Messages:

Sounds:

Background Color Preference
Add a logo to the background:

Logon screen message:

All devices and computers

Enable File Transfer

Mone v
Transparency w

16 bits ~

40 o
[] Hide Waming Messages
Play Sounds Theming: ]
I:I Choose colar...

Browse... Remove the logo

| Your online securty is impartant to us.<br /> Please wait while we securs your cnnn|

Change logon screen animated GIF:

Pointer settings

() No poirter (®) Small pointer
Transparency

Software keyboard settings

Use soft. keyb.

Transparency

@ Reset ‘

|_| Smartphone and tablets Preferences

[ ] Automatically show the software keyboard
when the focus is in an entry field

Browse...

Dlisplay time msec .

|Ise recommended values

() Medium poirter () Large pointer

100%
|

Fs

@ Save ‘

Enable or Disable File Transfer.

The number of graphical color bits.
The Connection Timeout.

Display the menu bar for al devices and computers or for mobile devices only.

Allow the Ctrl + Alt + Del shortcut on a specific type of device.
Choose your favorite Top Menu display between transparency and solid.

© TSplus - www.tsplus.net
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Show or Hide Warning Messages.

Enable or disable sounds.

Choose your favorite background color.

Add alogo to the background.

¢ Change the logon screen message and animated gif, as well asits display time in milliseconds.

Smartphone and tablets Preferences:

o |If the administrator uses the software keyboard, when it is hiding an entry field, the application is moved up and
the user is still able to see what heistyping.

e The administrator can select asmall, amedium or alarge size for the mouse pointer or no mouse pointer at all. It
makes intuitive for the user to navigate inside his application.

e He can aso select the level of transparency for mouse and keyboard.

© TSplus - www.tsplus.net 21
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Server Management

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default oneis 3389. Y ou can choose any arbitrary port, assuming that it is not already used on your network and that you
set the same port number on your firewalls and on each remote-work user access programs.

Remote Work includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the
RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your remote-work server outside from your network, you must ensure all incoming connections
on the port chosen are forwarded to the remote-work server.

Y our Remote Desktop Server must be avail able, easy-to-access and safe. That's why Remote Work utilizes a built-in
Web Server which helps you easily manage its status and operations.
A Management Console is available in the Administrator Tool.

This Management Consol e enables you to view and configure the status of Terminal Service Plus built-in Web Server.
When you install Remote Work, web servers are listening on ports 80 and 443 by default. Make sure that the defined
ports are available and that Javaisinstaled on the server.

Web Server Components Status

The status of the Web Server main components are displayed on the AdminTool Home dashboard.

TE TSplus-RemateWork — X
REMOTLE
PLUS
_Engllsh ~
WEB PORTAL WORKSTATIONS
Customize Web Portal @ Manage Workstations g
hitp./Nocalhost 0 workstation(s) ready
‘Web Portal Preferences
HTMLS Client b o
HTTP listening on port 80
Manage Web Server HTIPS listening on port 443
LICENSE SECURITY
@ Trial License : 14 days remaining. 5 workstations, HTTPS Certificate
@ TSplus Advanced Security

© TSplus - www.tsplus.net 22
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Ports Considerations (Local Machine and Firewall / Router)

Remote Work only requires either Port 80 or Port 443 to be opened.

Port 3389 can stay closed.

Restart / Stop the Web Server Service

If you see that a serviceis not running, you may need to restart the Web servers by clicking on the "Restart Web Servers
button" which is represented by an arrow on the right, the Web Servers will be restarted and the service should be

running again.

TE TSplus-RemateWork

a2 REMOTLE

WEB [PORTAL

Customize Web Portal @

http:/Aacalhost
‘Web Portal Preferences

HTMLS Client Hlr O

HTTP listening on port 80

M ‘Web &
anage TWeb server HTTPS listening on port 443

LICENSE

@ Trial License : 14 days remaining. 5 workstations.

WORKSTATIONS

Manage Workstations

SECURITY

HTTPS Certificate

@ TSplus Advanced Security

_English e

-

0 workstation(s) ready

If you click on the "Stop Web Servers' button, placed on the middle, the Web servers will be stopped.

The HTTP and HTTPS server status will now display in red indicating that the HTTP / HTTPS services are stopped:

© TSplus - www.tsplus.net
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TE TSplus-RemoteWork

a2 REMOTE

WEB PORTAL
Customize Web Portal @
http:/ocalhost
‘Web Portal Preferences
HTMLS Client S b o

HTTP listening on port 20

M ‘Web S
anage Web Server HTIPS listening on port 443

LICENSE

@ Trial License : 14 days remaining. 5 workstations.

WORKSTATIONS

Manage Workstations Q

0 workstation(s) ready

SECURITY

HTTPS Certificate

@ TSplus Advanced Security

Manage Web Servers

Manage Web Server

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus-RemoteWoaork
However, you can use a different one [IIS or Apache for example].

@ Use the built-in HTTP web server

O Use a different HTTP web server

‘When using 1S or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 20)

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:
C\Program Files [x86)\TSplus-RemoteWork\Clients\www

‘Web servers options

Change the HTTP/HTTPS port numbers
Will not change IIS or Apache port settings

HTIP: |80 =

HTTPS: [443 =

Select a new Web Server root path

Save and Restart Web Server

Y ou can change the ports during installation or at any time by clicking on the Web - Web Server tab. On thistab, you
can choose to use a different HT TP web server, modify the Web Server root path and the HTTP/HTTPS port numbers.
Make sure that these ports are available before changing them: if a conflict occur Remote Work web server will not
work. Here is anon-exhaustive list of TCP port that might be used by an application on your server. Once these
modifications done, click on save and the AdminTool will restart.

© TSplus - www.tsplus.net
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Manage Workstations

1) Click on Manage Workstations to begin:

TE TSplus-RemoteWork

TS

PLUS
WEB PORTAL
? Customize Web Portal @
http:/localhost
% ‘Web Portal Preferences
D HTMLS Client NI

HTTP listening on port 80

M ‘Web S
@ g e SR IVET HTTPS listening on port 443

LICENSE

@ Trial License : 14 days remaining. 5 workstations,

REMOTEWOIRK

WORKSTATIONS

2- Manage Workstations

SECURITY

G’ HTTPS Certificate

@ TSplus Advanced Security

@ o]

=

0 workstation(s) ready

© TSplus
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2) Click on Add and enter afriendly Workstation name and it’s |P
address.

Of course, al of your users’ workstations and the “ Connection Broker” must have afixed |P address:

Sereenstond <1 type unknown

In the case of Elisabeth, her PC's |P addressis 192.168.1.135:

Name

1 Add Workstation

x

|En:—anﬂh workstation

]

Dispiay name of the workstation, for example Computer]

IP Address / Hostname |192.168.1.135

Save

Repeat this process for the rest of your client PCs:

L1 Maensge Warkstations

]

Richard
Wiricstation

Run Client setup on every workstation to be able to connect

© Gatthe tia or beowse bo BemotelWork download page

LE] Aad & =l
-
Hendrik Jahn Hicolas Oliver
Wrkstation Warkstation workstation wiorkstation

3) Assign PCsto users:

Let’ s take the example of John. Select ‘ John Workstation’ and click on *Add’ in Users section on the right:

© TSplus - www.tsplus.net
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In this example, the Windows login on this PC is “ John”.

adomain:

] Manage Workstations

R Chant satup on every workstation to be able to connect.
Got the file or browse to Remelelork download page

[#] aaga & Edn [=] memove

——
Elisabeth Hendrik Migalas
wiarkitation Workitation workstation

]

Oliver
warkstation

Johin Werkstation

IP Address / 192.168.1.125

Hostname :

Users

o
S+ e

be
D

Y ou can use the Active Directory login if PCs are members of

2+ [Jehn Workstation)] - Add user

Username

|2ohn]

Enter a username (for example : domain\john)
or click to odd @ user from AD

Save

oy
F=%1%

Find in AD

John’s workstation is now all set and ready to go:

© TSplus - www.tsplus.net
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L] Manage Werkstations - x

7= Fun Client setup on every workstation 1o be able to connect.
(1) Getthofin o browse 1o Remotelork cownioad page

E Add /. Edit :l Remove
| ;El L_r@ ;D L_rﬂ l Name : John Workstation
Elisabeth Hendrik _J;hn Hicolas IP Address / 192.168.1.125
warkstation Workstation Waorkstation wiorkstation Hostname :
;ﬂ Users
wnglsr::‘trmn S Add S5 edit Z- Remove

A
o

4) Multiple users.

Nicolas and Paul share a PC at work. Paul uses it during the morning shift and Nicolas, during the evening shift. So, for
this example, we will assign two usersto Nicolas' workstation.

- I.1anugeWulkﬂa!lan: - 4

= Fun Chertl setup on every wordcstation 10 be abls 1o connedt,
L) Gotthefis or browse bo Bamotelvork dewnload page

[£] add & e (=] memove

glj ;D dzl [;E Mame : Nicolas warkstation

s

Elisabeth Hendril John Nicedas IP Address / 152,168.1.130
workstation Waorkstation Workstation warkstation H uﬂ“am .

l;lj Users

Olrver ou o -
workstatian =t Add = Edit = Remove

Hicolas Paul

5) Workstation setup:

On each of the 5 users’ workstation assigned in the Connection Broker, download and run the client setup program. It is
asmall program: Y ou can easily ask each of your usersto do it themselves.

The download link is http://192.168.1.120/download
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Where 192.168.1.120 is the I P address of your T Splus Remote Work Connection Broker:

Sereensiotnd <1 type unknown

Y ou can also download it by clicking on one of the links on the Managing Workstations tile:

L Manage Workstations - b4

#= || Fun Chent sehup on every workstabion o be ableio connect.
VL) Getthe fil or browse to Bemole\sork download page

(F] sca g o =

Which correspond to these paths:
C.\Program Fi | es (x86)\ TSpl us- Renot eWbr k\ C i ent s\ ww\ downl oad\ i ndex. ht m

Sereenstiotnd <1 type unknown
And
C.\Program Fi | es (x86)\TSpl us- Renot eWsr k\ C i ent s\ www\ downl oad\

Sereenshotd <1 type unknown

Once these steps are completed, you are all set and can begin using T Splus Remote Work.
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Activating Your License

Locate the Administrator Tool on your desktop :

e If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download T Splus Remote Work. Y ou can also find the TSplus Remote Work folder on this path:
'C:\Program Files (x86)\T Splus-RemoteWork\UserDesktop\files.

Double-click on it, then click on the license tab:

TE TSplus-RemateWork — x

TSIREMOTEWORK

®

WEB PORTAL WORKSTATIONS

=|'.I Customize Web Portal @ 2. Manage Waorkstations g

hitp:/localhost 0 workstation(s) ready
% ‘Web Portal Preferences
D HTMLS Client b b o
HTTP listening on port 80

@ Manage Web Server HTTPS listening on part 443
LICENSE SECURITY

@ Trial License : 14 days remaining. 5 workstations. e HTTPS Certificate

@ TSplus Advanced Security

Here you can see the status of your TSplus Remote Work license, as well as your Computer 1D and Computer Name:
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Tl TSplus-RemoteWork - License

@ Activate your License
Rehaost an existing license

(:) Refresh your License

License Status

@h Trial License : 15 days remaining. 5 workstations,
E’ Computer ID:

] computer name: WIN-ATLODCNOESG
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Activating your license

When you order alicense, connect to our Licensing Portal and enter your Email Address and your Order Number:

CUSTOMEIR [POIRTAL

Manage your Licenses

Email

Order Number

Remember me
E_J

Something not working? Contact support

Download the Customer Portal User Guide for more information about how to use it.

Y our activation key will be displayed at the top of the dashboard:
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Licensing Management App  weme  Oroers Logout
I Your ectivation key s NAGQR- I
Licences
Application  Numéro de Sérle | Jours  Utilisateurs  Edition Mumére de Date Support?  Actions
Computer Commands
TSplus P30 - 3 Enlerprise 11408 2020401~ e -
27 L Détaik:
TSplus FEE - 10 EMerprise  JWT 19 2019-05- =
% NS Détils
TSplus P24 - 5 Enlerprise  JWT18 201810 ™
19 X Détsils
TSplus PGE . 10 Enlerprise  JWT17 2017.09- ™
25 X Détsils
TSplus 25 - 5 Enferprise  JWT18 201609 ™
Tl P = Vo o
30 Détails:

Y ou can then go to the License Tile of the AdminTool, click on the "Activate your License" button, enter this activation
key and click on “Next” .

Tl TSplus-RemoteWork - License *

(G57  Activate your License

Rehost an existing license

(:) Refresh your License

License Status

(% Trial License : 15 days remaining. 5 workstations.

3299

e’ Computer ID: =

[ Computer name: WIN-A1LOOCNOESE
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@3 License Activation

License Activation

Please enter your Activation Key:

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help activating your license

You will get alist of al the available licenses/supports assigned to this activation key, i.e. al licenses/supports not
activated yet:

License Activation

Please select the license(s) you want to activate on this computer:
TSplus

[ TSplus Enterprise edition - 5 users

) No Updates/Support
O Update/Support services for TSplus Enterprise edition - 5 users - 3 years

TSplus Advanced Security

[ TSplus Advanced Security Ulimate edition

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

£ Back Mext »

Check one or moreitems and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products/support!

© TSplus - www.tsplus.net

35



IE ‘ REMOTEWORK TSplus Remote Work - Documentation

License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
« Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ultimate edition

Thank you for your business!
You can now safely close this window.

Finish

All your products/support are now activated (in this example, both T Splus with support and TSplus Advanced Security
have been activated at once).

License Status

(% Permanent license activated. - Enterprise edition - Unlimited users
Q’ Computer ID: 2222
_D_ Computer name: DESKTOP-F304H4!

EI_l End of support date: 5/14/2023

License Status

@57 License Activated - Ultimate Protection edition
@ COMPUTERID 2222/

@ Computer name: DESKTOP-F304H41

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it will synchronize
information with our Licensing Portal:

@53 Activate your License

1':) Refresh your License
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License hod

License has been synchronized with licensing portal

0K

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the
Customer Portal User Guide for more information about how to useit:

License Activation

If you are using a recent version of TSplus then license activation is very easy:
= Open TSplus AdminTool
= Click on the "License" tab
= Click on the "Activate your license" button
+ Enter your Activation Key: 6BAP-

Legacy License File

If you are using a legacy version of TSplus then you will need a license file to activate your
product.

Please only do this for:
« TSplus version 12 or lower
» TSplus Long Term Support (LTS) 12
« TSplus Long Term Support (LTS) 11

Serial Number:

P00 000 000

Apply Serial Number
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Offline Activation

If the server does not have access to internet when activating, an offline activation process will start.

It will display aquitelong URL address. Copy this URL on an internet-connected computer browser and accessit in
order to retrieve alicensefile:

@z License Activation — X

License Activation

Copy activation URL |hﬂp5:f"f’licenseapi dl{iles.comlicensing/activation/start/d 7cbcf S04fbabea 3cf60F 2d 78584259244 7851 228518421 cof Befd BdD

@ Activate your license

Enter your Activation Key:

Application de Gestien des Licer X +

<« [&] @ licenseapi.dl-files.com/licensing/activation/start/d7cbcfo04fbabead fO0f2dT896429924d70512.. B 1

Licensing Management App

License Activation

Please enter your Activation Key:

M 0000 0 -

You will find your Activation Key in our order confirmation email.
Please contact SUpport snould you require any elp activating your license

Next »
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Your license is then validated. Download the license file by clicking on the corresponding button:

& Application de Gestion des Licer % +

< [ & licenseapi.dl-files.com/licensing/activation/start/d 7 cbcf304fbabead fO0f2dTE56429924d 78512, %

Licensing Management App

License Activation

Your license has been activated!
= TSplus Enterprise edition - 5 users
= Update/Support services for TSpius Enterprise edition - 5 users - 3 years
* TSplus Advanced Security URimate edition

Thank yeu for your business!
You Can now SETE'ly' close this window.

Download License file for Offine Activation

This license file must then be copied back to the server in order to finish the offline activation process;:

Sereenstot4a7 type unknown
@7 Please locate your license.lic file X
“ v { » ThisPC » Downloads v O Search Downloads »r
Organize v New folder =~ 1 @
# Quick access & MName Date modified Type Size
[ Desktop + |§ jre-8u191-wind... 11/16/2018 435 PM  Application 1,846 KB
* Downloads P j license_P6B_OF...  9/11/2020 1:02 AM LIC File TKB
Documents * B Setup-Remote..  5/5/2020 9:02 AM Application 6,093 KB
= Pict ’ . Setup-TSplus-S..  8/10/2020 1214 PM Application 4197 KB
ictures =
[i UpdateRelease 9/3/2020 2:28 PM Application 685 KB
[ Desktop v
File name: | license_PEB_OF "|
Open | | Cancel |

A message will confirm that your license was retrieved succesfully:
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License Activation

o License retrieved successfully

oK

Y ou will then have to select the corresponding licenses / support to activate and a message confirming that all your

products/support are now activated.

Rehost

Offline Activation can a so be done for rehosting licenses.

When the server does not have Internet access, the 'rehost an existing License' button will present the offline rehost page:

@z License Rehost

License Rehost

Copy rehost URL

cf31379163:9741 faBle?d32de51 25

7446adfcbd668db3bak

@ Refresh your license

The processis the same as Offline Activation.
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Activating your support license file

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and
tutoria support.

The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and
updates.

The update code is requested once a year to be able to apply the Update Release patch.
It is delivered by our support team on demand.
This update code is now replaced with a support.lic file that you can activate in the licensing tile of the Admin Tool.

We areinvesting every day to enhance Remote Work and to fix all known issues. So, we recommend all our customers
to keep their Remote Work installation updated. The annual feeis not expensive and is available on our Store Page.

Step One

L ocate the Admin Tool on your desktop :

al ¥

T5plus-Remote
Work

Double-click on it, then click on the license tile.

¢ If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download Remote Work. Y ou can aso find the Remote Work folder on this path: 'C:\Program Files
(x86)\Remote Work\UserDesktop\files.

Y ou can now see your License Status :

© TSplus - www.tsplus.net 41



ILE ‘ QE MOT EWO Ql( TSplus Remote Work - Documentation

Tl TSplus-RemoteWork - License

(% Activate your License
Rehaost an existing license

(:) Refresh your License

License Status

% Trial License : 15 days remaining. 5 workstations,

E’ Computer ID:

] computer name: WIN-ATLODCNOESG

Step Two

Connect to the Licensing Portal by entering your Email address and your Order Number:
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CUSTOMER [POIRTAL

Manage your Licenses

Email

Order Number

Remember me

Something not working? Contact support

Download the Customer Portal User Guide for more information about how to useiit.

You will get a Support.lic file.

Step Three

Click on the "Activate your license" tile:
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@m Activate your License

Rehaost an existing license

(:) Refresh your License

License Status

@H Trial License : 15 days remaining. 5 workstations,

5397

@, Computer ID: e

] computer name: WIN-ATLODCNOESG

Then select "Extend Support period”:

n Activation =

What do you want to dao?

Activate License (license.lic file)

Extend Support period (support.lic file}

Extending your support period >

When you did place your order, a support file named 'support.lic’
has been created for you, To extend your support period you have to
select the place where you did store this support.lic file

Then locate your Support.lic file and open it in order to activate it!
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Licensing *

Your support period has been successfully extended!
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Two-Factor Authentication

Two-factor authentication adds an extra layer of security and prevents accessto your users session even if someone
knowstheir password.

A combination of two different factorsis used to achieve a greater level of security:

1) something they know, a password.
2) something they have, adevice - such asa smartphone - with an authentication app installed..

Y ou can use one of the following authenticator apps to proceed. These apps are available across a wide range of
platforms:

- Authy

- Google Authenticator

- Microsoft Authenticator

Each time auser sign in to its remote session it will need its password and a verification code available from its mobile
phone. Once configured, the authenticator app will display a verification code to allow him or her to log in any time. It
works even if itsdevice is offline.

OR you can decide to receive verification codes by SM S. In this case, you will have to create a free account on Twilio.

Two-factor authentication is available with HTM L5 and Remoteapp connections on remote-work Web portal only,
on remote-work Mabile Web and Enterprise Editions. This authentication mode does not support login through
Remote Desktop client.

In order to provide an even safer solution, RDP connections are denied for 2FA enabled users.

As aprerequisite, remote-work server and Devices must be on time. See the Time Synchronization and Settings sections
for more configuration information.

Activating the Two-factor Authentication Add-On License

The Two-Factor Authentication feature can be found on the Add-On tab of the AdminTool:
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TE TSplus-RemoteWork

TR REMOTEWORK

https://portal-mycompany. ddns net

Web Portal Preferences

HTMLS Client b O

HTTP listening on port 80

@ Manage Web Server HTTPS listening on port 443

LICENSE

WEB PORTAL WORKSTATIONS
?' Customize Web Portal @ g" Manage Workstations g

SECURITY

@ oo ]

0 workstation(s) ready

@

@ Trial License : 15 days remaining. 5 workstations.

2FA

@
o

TSplus Advanced Security

HTTPS Certificate

To activate your license, copy the serial number you can find at the bottom of the Homet tile:

) Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

Y

At HoME

O Disable two-factor authentication on this server.

o

&2 MANAGE USERS

[ conrigure sms @® Enable 272,

o MANAGE SM5 REQUESTS

83 sermines
(@57 LICENSE

I @ Trial License : 15 days remaining.

Then, connect to our Licensing Portal and enter your Order Number, your e-mail address, Serial Number and select

"Two-Factor Authentication” on the dropdown list below:
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Licensing Management App

In case of any issue, please press CTRL F5 to refresh your web browser

Get your License

Order Number

Elease type the "Order Number” specified in the order confirmation email

Email Please type the email address used for your order
Serial Number (P> X0 X00K) Please type the Serial Number

Two-Factor Authentication ¥ | Please type the Software

Show license

EllE =1l

Partners / Resellers

Suppart

You will get your licensellic file. Then, go to the License tab and cick on the "Activate your license” button:

1) Two-factor Authentication Administration - TSplus-RemoteWork -

Y

1 HomE
MANAGE USERS

Do

CONFIGURE SMS

MANAGE SMS REQUESTS

SETTINGS

LICENSE

& o U

Two-factor Authentication Administration

(557 Activate your License

Rehost an existing license

(:) Refresh your License

License Status

(G5 Trial License : 15 days remaining.
ﬁ] Computer ID:

] computer name: DESKTOP-BVLEPGY
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Activate License

been created for you.

two-factor authentication,

When you did place your order, a license file named ‘license.lic’ has

Please browse to the location of this license.lic file to activate

License

Serial Mumber: P

Your permanent license has been successfully activated!

Enable Two-factor Authentication

Perform the following steps to enable two-factor authentication for your remote-work server or deployment. If your
remote-work deployment is configured to use multiple servers, perform this task on the remote-work server exposed as
the single point of entry for users or having the reverse proxy role.

1) Open the two-factor authentication administration application. The two-factor authentication status and the license
status are displayed:

) Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

{Rt HoME

@ Disable two-factor authentication on this server,
£, MANAGE USERS

[] conrsuresms O Enable 2FA.

B maNAGE sMs requEsTS

§88 sermiNgs

(@7 LICENSE

@ Trial License : 15 days remaining.
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By default, 2FA is disabled.

Enableit:

/) Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

1 HomE
) Disable two-factor authentication on this server.

o
2 MANAGE USERS

El CONFIGURE SMS @ Enable 274
O MANAGE SMS REQUESTS

88 sermnes
(@57 LICENSE

@ Trial License : 15 days remaining.

Add Users and Groups

Once two-factor authentication is enabled, you can configure users for two-factor authentication.

1) From the two-factor authentication administration application, click on the Manage Users tab.

o
2 MANAGE USERS

2) Then, click on Add to select users and/or groups of users. The Select Users or Groups box opens.
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/) Two-factor Authentication Administration - TSplus-RemoteWark - X
Two-factor Authentication Administration
fir Home Add Edit Reset Remove Send SMS
2 MANAGE USERS
Domain Name Activated Receive Code By Phone Number
EI CONFIGURE SMS Users
‘WIN-PIKGOQLLUSD laura No App
83 semnGs Groups
WIN-PIKGOOLLUSD \administrators
@ﬁ LICENSE
Select Users or Groups x
Select this object type:
‘Users or Groups | Object Types.
From this location:
‘W\N-PJKGOQLLUSD | Locations...
Enterthe object names to select (sxamoles]
Check Names

Thomas

Advanced. Cancel

3) Add as many users and groups as required and then click OK. The users and groups are added to the list and enabled
for two-factor authentication.

Edit Users

On the samettile, you can edit the way users receive verification codes by selecting a user and clicking on the "Edit"
button:

/) Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

oy Home Add Reset Remove Send SMS

2, MANAGE USERS
Domain Name Activated Receive Code By Phone Number

El CONFIGURE SMS U
2. WIN-PKGOOLLUSDlaura No App
8 sermnes WIN-PKGOQLLUSD thomas No app
Edit User - X

(E57 LICENSE

@) Use an authentication app to receive verification codes (default]

(O Receive verification codes by SMS

Phone Mumber:
e.g. +14155552671

Edit User

The user receives verification codes on the authentication app by default. Y ou can choose that he/she receivesit by SMS
by selecting the option and adding the user's phone number on the field below.
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Remove Users and Groups

In order to remove users or groups, select the user or the group and then click on Remove. A confirmation messageis
displayed.

Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

Y Home Add Edit Reset Send SMS

o
&2 MANAGE USERS

Domain Name Activated Receive Code By Phone Number
[ conFicure sms Usrs
WIN-PIKGOOLLUSD \laura Yes SMS
@; SETTINGS 2 WIN-PIKGOQLLUSD thomas No App 4
Groups
@7 LICENSE WIN-PKGOGLLUSD\administrators
Removing two-factor authentication
Do you really want to remove two-factor authentication for the selected
I useror group?
Yes No

Click Yes. The user or the group is removed from its list and won't connect using two-factor authentication anymore.

Reset Configuration for Users

In the event of the loss of the authenticating device for a user, or if the user needs to display the secret QR code again,
you must reset the user authentication settings.

1) From the two-factor authentication administration application, click on the Manage Users tab.

2) Select one or multiple activated users and then click on Reset. A confirmation message is displayed:
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i HoMmE

o
&2 MANAGE USERS

EI CONFIGURE SMS

8} semnGs

(@7 LICENSE

Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

Add Edit Remove Send SMS

Phone Number

Domain Name Activated Receive Code By
Users
£ WIN-PIKGOQLLUSD laura Yes SMS +
Mo App +

WIN-PIKGOOLLUSD \thomas

Groups
WIN-PIKGOGQLLUSD \administrators

Resetting configuration for user(s)

Do you really want to reset the configuration of the selected user(s)?
! The selected user(s) will have to configure their authentication device

upon their next logon.

3) Click Yes. The selected users will be presented a new QR code at the next login and will haveto scaniit in their

device's authentication app.

Y ou can also modifiy the user's phone number, so that he can receive a verification code on his new device.

Enroll User for Two-factor Authentication

Once a user has been enabled for using two-factor authentication, an activation message will be displayed at his next
successful logon from the remote-work Web portal.
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Protect your account with 2-step verification

Click to configure your authentication app

+ Open the authenticator app on your mobile phone.
» Scan the QR code displayed below:

Secret key: TMPCKUPCDGIWZOHISPHS325456W4ERIA

validate your verification code obtained by SMS, e-mail or via your 2FA app

Validate

In order to complete the required steps, you have two choices:. either generate codes via an authenticator app, either
make the user receive codes by SMS.

Receive codes with an Authenticator Application

The user must install an authenticator app on a portable device, such as his smartphone.

Y ou can use one of the following authenticator apps to proceed. These apps are available across a wide range of
platforms:

- Authy

- Google Authenticator

- Microsoft Authenticator

Please use each app documentation for more details on how to proceed to add your remote-work account.
Configure SMS

In order for the user to receive verification codes by SMS, you must first enable it. Click on the Configure SMStab:

@@gﬂgﬂf@@\ﬂ@pe unknown

remote-work leverages Twilio in order to send verification codes by SMS. Twilio is athird-party cloud platform, not
affiliated with remote-work.

1) Just create a free account on Twilio by clicking on the button below " Start your free trial with Twilio":
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{ HomE

<]
& MANAGE USERS

[ conricuresms

183 serminGs
(©5p LICENSE

Two-factor Authentication Administration - TSplus-RemoteWork

Two-factor Authentication Administration

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliated with TSplus.
Start your free Twilio trial

Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balance.
Once you finish signup, your Account SID, Auth Token and trial Mumber are displayed on your Twilio dashboard.

Configure SMS

® SMS is disabled. Click here to allow users to receive their verification code via SMS.

Account SID:

Auth Token: ‘ ‘

Phone Number: ‘ ‘

2) On your Twilio account dashboard, you will need to activate your Trial Number:

TRIAL
Dashboard
i Billing
o,
Usage
ettings
pgrade

Account Dashboard

Project Info

TRIAL BALANCE

Get a Trial Number

$15.50
ACCOUT ]
A D
TH TOKEN
g

3) The next step is only necessary for Tria versions. It allows Twilio to verify the actual phone number on which SMS

will be sent.

Enter this number under the "Phone Numbers' menu - "Verified Caler IDS" tab :

&

Verified Caller IDs

NUMBER

+33 6

FRIENDLY NAME

Thomas
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4) You will then be able to enter your account SID, Authentication Token and Trial Number as the Phone Number on
the Configure SMStab of remote-work:

Account Dashboard

Project Info

TRIAL BALANCE TRIAL NUMBER

$13.348 +33

@ Need more numbers?

ACCOUNT sSID
A

AUTH TOKEN

Hide b
) Twe-factor Authentication Administration - TSplus-RemoteWork — X
@ Two-factor Authentication Administration
1t HOME

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform nat affiliated with TSplus.

o
£, MANAGE USERS

‘Configure SMS
[2) conriGuresms (©)  sMsis enabled. Click here to force users to receive their verification code via an authentication app.
8 sermnes Account SID: B ‘
@7 LICENSE Auth Token: b ‘
Phone Number: ‘-*33 ‘

[Z] save

Manage Twilio Subscription

@ Administration @ Service Status @ Support Center

Then, click on Save. The following message will be displayed:

@@gﬁigﬂf@l@[\ﬂ]@pe unknown

Y ou can manage your Twilio subscription on the Manage Twilio subscription section, at the bottom of the Configure
SMStab. Administrate your account, see the Service Status or reach Twilio Support Center just by clicking on the
corresponding buttons.

L ogin using Two-factor Authentication
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Once a user has configured his remote-work account in his authenticator app, he or she will be able to connect using its
password and the code provided by its authenticator app or by SMS.

‘ 184650

O HTMLS @ RemoteApp

Time Synchronization

TSplus Remote Work server and Devices must be on time. This means that the time and date of the server must be
synchronized with atime server. Devices must also have time synchronization, regardless of the time zone on which they
are configured.

If an authentication request comes from a Device whose date and time are not synchronized, or if the server's date and
time are not synchronized, this request may be rejected.

The validation of information between the Device and the server relatesto UTC time.
In the Settings section, the Discrepency parameter is used to manage the period of validity of the code, in intervals of 30
seconds.

Example of validation or valid authentication:

o the server is synchronized with atime server, thetime zoneisUTC + 2, it is2:30 pm

¢ the Deviceis synchronized with atime server, thetime zoneisUTC + 1, it is 1:30 pm
o the Discrepency parameter is configured at 60, i.e. acode validity period of 30 minutes
o referred to UTC time, the Device time and the server time are identical.

Example of validation or invalid authentication:

e the server is synchronized with atime server, thetime zoneis UTC + 2, it is2:30 pm

the Device is not synchronized with atime server, the time zone is UTC-1, the time is manually set to 1:30 pm
the Discrepency parameter is configured at 60, i.e. acode validity period of 30 minutes

the server time referred to UTC time is 12:30 am

the time communicated by the Device, referred to UTC timeis 2:30 pm

the difference is 120 minutes, the validation code is therefore refused.

Settings
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83 serTiNGs

The Settings tab allows you to whitelist users, in order for them to connect using an RDP client, without the need to
enter a two-authentication code.

Click on the "Add" button to add a user and remove a user by selecting it and clicking on the "Remove" button.

) Two-factor Authentication Administration - TSplus-RemoteWork - he
@ Two-factor Authentication Administration
fr HomE + Add Remove

& MANAGE USERS Whiteiisted users below are able to connect using an RDP client, without the need to enter a two-factor authentication code.

[) conrigure sms &2, WIN-ATLOOCNOESE\john 2, WIN-A1LOOCNOES6\laura

@ SETTINGS

Users

Advanced

(@7 LICENSE

The Advanced tab alows you to configure Two-Factor Authentication in-depth settings.

O MANAGE SMS REQUESTS

8¢ sermines

Users

Advanced

(@7 LICENSE

Validity Before First Session
Digits

SMS Verification Code Message

1Y) Two-factor Authentication Administration - TSplus-RemoteWork - s
@ Two-factor Authentication Administration
1 HomEe
BN Product | Mame Value

2 MANAGE USERS &8 Seaurty Discrepancy 480

Issuer DESKTOP-461BBFQ - TSplus-Ru..

Validity After First Session 420
[ conrcuresms 3600

6

Your %I|SSUER%s verification c...
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Discrepancy

Y ou can modify the Discrepancy value, which allows you to set the validation time of a verification code.
A discrepancy of 3 means that the same verification code remains valid 90 seconds backward and forward its origina 30
seconds validity period. Default is 480, which means 480 x 30 seconds= 4 hours.

T5plus-RemoteWark - Edit Setting >
Discrepancy

Description:

The allowed discrepancy (in both directions) when validating a
verification code, A discrepancy of 3 means that the same
verification code remains valid 90 seconds backward and
forward its original 30 seconds validity period. Default is 420,

Value:

Save Cancel

I ssuer

A string indicating the name of the two-factor authentication service. The issuer is displayed on the client mobile app

and identifies the service associated with the generated verification code. By default, it is composed of the server's name
with remote-work.

T5plus-RemoteWork - Edit Setting >

Issuer

Description:

A string indicating the name of the two-factor authentication
service, The issuer is displayed on the client mobile app and
identifies the service associated with the generated verification
code,

Value:

DESKTOP-461BBFQ - TSplus-RemateWWark

Save Cancel
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Validity After First Session

Period during which a user can open a session without having to revalidate a previous two-factor authentication code.
This setting allows users to open applications from the Web application portal successively. Default is 480 minutes.

T5plus-RemoteWark - Edit Setting

Validity After First Session

Description:

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web
application portal successively, Default is 420 minutes.

Value:
[230

Save Cancel

Validity Before First Session

Period during which a user can open a session after validating a two-factor authentication code from the Web portal or
from the mobile app, in secondes. Default is 3600 seconds.

T5plus-RemoteWork - Edit Setting
Validity Before First Session

Description:

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
maobile app, in secondes, Default is 3600 seconds.

Value:
[3500

Save Cancel

Digits
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The number of digits to display to the user. Please note that this setting may not be supported by authentication apps.
This number must be greater than or equal to 4 and lower or equal to 12. Default is 6.

T5plus-RemoteWork - Edit Setting >
Digits

Description:

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This

number must be greater than or equal to 4 and lower or equal
to 12, Default is 6.

Value:

Save Cancel

SM S Verification Code M essage

Message sent to users requesting a verification code if they are configured to receive it via SMS. This message must

contain the %CODE% placeholder which will be replaced by the actual verification code. Default is: Y our %I SSUER%
verification codeis: %CODE%

Tsplus-RemoteWork - Edit Setting >

SMS Verification Code Message

Description:

Message sent to users requesting a verification code if they are
configured to receive it via 5M35, This message must contain the
SCODE placeholder which will be replaced by the actual
verification code. Default is: Your %eIS5UERS: verification code is:
S%CODE

Value:

Your %ISSUERT verfication code is: SWCODEY

Save Cancel
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TSplus Advanced Security

TSplus Advanced Security is available as an Add-On on TSplus Remote Work AdminTool:

TE TSplus-RemateWork — x
REMOTLEE
PLUS
_English -
WEB PORTAL WORKSTATIONS
Customize Web Portal @ Manage Workstations g
hitp:/localhost 0 workstation(s) ready
‘Web Portal Preferences
HTMLS Client b b o
HTTP listening on port 80
Manage Web Server HTTPS listening on port 443
LICENSE SECURITY
@ Trial License : 14 days remaining. 5 workstations. HTTPS Certificate
@ TSplus Advanced Security

You can find its full documentation on this page.

Brute-Force Attacks Defense

The Brute-Force attack Defender enables you to protect your public server from hackers, network scanners and brute-
force robots that try to guess your Administrator login and password. Using current logins and password dictionaries,
they will automatically try to login to your server hundreds to thousands times every minute. Learn more about this
feature on this page.

On the Web Portal

Brute-force attacks on the Web Portal are blocked when users enter wrong credentials.
After 10 attempts during a period of 10 minutes, the Web Portal will prohibit the user to logon for 20 minutes:
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Log on

‘ TSPLUS

lohn

‘ Headquarter

® HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

Log on

These are the default settings which are customizable on the BruteForce tab of TSplus Advanced Security AdminTool.

Y ou can check all blocked connections and logs on the |P Addresses tile of TSplus Advanced Security Ultimate

Protection:

W TSplus Advanced Security

TSplus Advanced Security - Ultimate Protection

fr HoME + AddIP Address /' EditIP Address % Remove IP Address(es) Q,_ wois
0‘ EVENT VIEWER 1Ps in the whiteiist will be ignored by TSpius Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.
@ HOMELAND P Address Status Date Description
52 213.148.201.59 Blocked - BruteFarce Defender 14 Mar 2019 04:01:11
x BRUTEFORCE . 176.34,152,160 Blocked - BruteForce Defender 11 Mar 2019 2L:38:55
B 55,244,017 214 Elocked - Homeland Protection 11 Mar 2013 04:26:57
—— 49.14.95.70 Blocked - Homeland Protection 11 Mar 2018 03:10:33
@ ERADDRESSES B 105.14.32.99 Blocked - Homeland Protection 11 Mar 2013 00:50:07
— 2021335473 Blocked - Homeland Protection 10 Mar 2019 23:43:50
D PERMISSIONS B 42.51.217.61 Blocked - Homeland Protection 10 Mar 2013 20:37:56
Bl 201.158.104.200 Blocked - Homeland Protection 10 Mar 2013 17:35:18
= 2.182.5.87 Blocked - Homeland Protection 10 Mar 2019 17:20:58
CL) WORKING HOURS o 196.189.44.50 EBlocked - Homeland Protection 10 Mar 2019 17:19:15
B 42.202.33.232 Blocked - Homeland Protection 10 Mar 2019 15:16:59
45 SECURE DESKTOPS = 117.224.202.156 Blocked - Homeland Protection 10 Mar 2019 141803
Vs B 125.227.29.199 Blocked - Homeland Protection 10 Mar 2019 08:13:40
B 124.226.215.77 Blocked - Homeland Protection 10 Mar 2013 07:56:32
D ENDPOINTS . 109,138.131.204 Blocked - Homeland Protection 10 Mar 2019 06:13:58
== 190.60.108.18 Blocked - Homeland Protection 10 Mar 2018 05:46:16
I+l 68.145.140. 120 Blocked - Homeland Protection 10 Mar 2013 02:23:04
|‘§| RANSOMWARE B 101.230.201.89 Blocked - Homeland Protection 10 Mar 2019 00:50:43
Bl 9311312589 Blocked - Homeland Protection 08 Mar 2018 18:55:01
=
i§; SETTINGS — 3122043113 Blocked - Homeland Protection 09 Mar 2013 18:07:53
LICENSE
o blocked

This functionality isvisible and active after the first Web Portal connection.
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The complete TSplus Advanced Security documentation is available on this page.
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Free and Easy-to-install HTTPS Certificate

Overview

With TSplus Remote Work, in 3 mouse clicks you can get a secured valid certificate, renewed automatically, and
configured automatically into Remote Work built-in web server.

Thisfeature uses Let's Encrypt to provide afree and secure HTTPS certificate for your HTTPS connections.

Prerequisites
Please ensure that your server meet these requirements before using the Free Certificate Manager:

e You must use Remote Work built-in web server listening on port 80 for HTTP. Thisisrequired by Let's
Encrypt domain ownership validation process.

e Your server'sdomain name must be accessible from the public Internet. Thisisrequired as well to validate that
you are the real owner of the domain.

e You must run this program on the Gateway server or a Standalone server, not an Application server
(except if your Application Server is accessible from the public Internet and has a public domain name).

It isnot possible to get a certificate for an | P address, be it public or private.
It is not possible to get a certificate for an internal domain name (i.e. a domain which only resolves inside your private

network).

Free Certificate Manager GUI

To open Remote Work Free Certificate Manager GUI, open Remote Work AdminTool, click on the "Web - HTTPS' tab,
then click on "Generate afree valid HTTPS certificate" as shown in the screenshot below:
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W HTTPS Certificate - X

55\}' Generate a free valid HTTPS certificate

HTTPS Certificate Toolkit

HTTPS Protocols and Ciphers

Protocols

[ sstv3 TLS vl TLS vi1 TLSv1.2 TLS 1.3

Ciphers

[[] S5L_DHE_DS5_WITH_3DES_EDE_CBC_SHA ”~

[] S5L_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] SSL_RSA_WITH_3DES_EDE_CBC_SHA

[] SSL_RSA_WITH_RC4_128_MD5

[] SSL_RSA_WITH_RC4_128_SHA

[] TLS_DHE_DSS_WITH_AES_128_CBC_SHA

TLS_DHE_DS5_WITH_AES_128_CEC_SHA256

TLS_DHE_DS5_WITH_AES_128_GCM_SHA256

TLS_DHE_DS5_WITH_AES_256_CBC_SHA

TLS_DHE_DS5_WITH_AES_256_CEC_SHA256 v

Disable weak parameters Save

The Free Certificate Manager GUI will open and remind you about the prerequisites, as shown in the screenshot below:

Prerequisites >

This feature uses Let's Encrypt [http://letsencrypt.org) to provide a free
and secure HTTPS certificate for your HTTPS connections.
Cur Support Team might not be able to support this feature,

Fequirements:

- You must run this program on the Gateway server or a 3tandalone
server, not an Application server

- You must useT5plus built-in web server listening on port &0 for HTTP
-Your server's domain name must be accessible from the public Internet

Please only click "OK’ if you fully understand the consequences,

Cancel

Please read carefully and check that your server meet all the requirements, then click on the "Next" button.

Step 1: Enter your Email

As shown in the screenshot below, you only need to enter avalid email address.

This email will not be used to spam you. Actually it will not even be sent to Remote Work or any third party, except the
certificate issuer: Let's Encrypt.

They will only contact you if needed, according to their Terms Of Service.
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|- | Generate a free valid HTTPS certificate — x

Registration

Let’s Encrypt account creation

Administratar Email:

laura grenier@teminalserviceplus.com

Please enter a valid address.
Let's Encrypt will only contact you if required and only regarding the certificate.

< Back Mext = Cancel

Enter avalid email, then click on the "Next" button.

Step 2: Accept the Terms Of Service

As shown in the screenshot below, you will be able to open Let's Encrypt Terms Of Service by clicking on the big
button.
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|- | Generate a free valid HTTPS certificate — x

TOS Agreement
Let’s Encrypt Terms Of Service

Click here to read Let's Encrypt TOS

[]i agree to Let's Encrypt TOS!

< Back Mext = Cancel

To accept these Terms Of Service and continue, check the checkbox and click on the "Next" button.

Step 3: Enter the server's Domain Name

As shown in the screenshot below, you only need to enter your server's public domain name.

') Generate a free valid HTTPS certificate — O =
Administrator Email
Please enter a valid address.

Let's Encrypt will only contact you if required and only regarding
the certificate.

Server Web Domain Name

Please enter the fully gualified domain name of the current server,

ud +
This is the domain you are using to access this server from the
Internet, without protocol ['http://) and without port [:443°).
Key Algorithm
Ch igni Igarithm.
ES256 (recommended) < AL RN LR AU
RSA-algorithm enjoys wide compatibility across multiple
platforms.

ES-algorithms provide the same security as the RSA-algorithm with
smaller keys and a quicker process of signing and verification.
Larger key sizes provide greater security strength but result in
more data being stored and transmitted.

Generate a free valid HTTPS certificate Cancel
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Thisisthe public Internet accessible Domain Name, something like gateway.your-company.com. Y ou can also enter
another domain name or a subdomain name, separated with a comma. Example:
"serverl.example.com,www.serverlexample.com”

As explained in the GUI, do not add a protocol prefix and/or a port suffix, just enter the clean domain name(s).

The certificate will be generated for this domain name, and it will only be valid on aweb page hosted at this domain
name. If your users connect to your Web Portal using https://serverl.example.com:1234, then you must enter
"serverl.example.com".

Enjoy your Certificate!

Finished >

Your free certificate has been installed successfully.
It will be automatically renewed every 2 months, without any downtime,

We strongly advise you to make a regular backup of the "C\Program

Files (x&6)\T5plusiUserDesktop'filesicert’ folder, as it contains your Let's
Encrypt account private key and your domain private key.

Remote Work Free Certificate Manager will now use all the data to connect with Let's Encrypt, validate that you really
own the domain name you typed, and get the matching valid certificate.

Once the program receives the certificate, it will automatically handle all the required file format conversions and softly
reload Remote Work built-in web server in order to apply the new certificate to every new connection. The web server is
not restarted and no connection is stopped.

Certificate Renewal

Let's Encrypt certificates are valid for 90 days.

Remote Work will automatically renew the certificate every 60 days for safety. A check is done at every reboot of the
Windows server, and then every 24 hours.

Y ou can manually renew your certificate by opening the Free Certificate Manager tool. It will display the domain name
of the certificate and its expiration date, as shown in the screenshot below.
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- Certificate Renewal — O *

Email:
Domain:

Expire: May 14 21:12:03 2022 GMT

Generated Certificates are valid for 80 days.
They will be automatically renewed every 60 days.

‘We strongly advise you to make a regular backup of the 'C:\Program Files x2&)\tsplus\UserDesktop‘\files\cert’ folder, as it contains
your Let's Encrypt account private key and your domain private key.

Reset Daomain

| Renew an existing certificate Cancel

To manually renew your certificate, just click on the "Next" button.

The "Reset Domain" button on this window deletes the SSL certificate and reconfigure the Web Server toits original
state before using the Certificate Manager.

Best Practices

If no error occurs, Remote Work will renew the certificate automatically every 60 days. We recommend that you check
every 60-70 days that your certificate has been automatically renewed.

We also recommend that you backup at least every month the following folder and its sub-folders:
C.\Program Fi | es (x86)\ TSpl us- Renot eWbr k\ User Deskt op\fil es\. | ego

Thisisaninternal folder, containing your Let's Encrypt account private key, as well asthe key pair of your certificate.

Troubleshooting

In case of an error, please contact support and email them the following log file:
C.\Program Fil es (x86)\ TSpl us- Renot eWbr k\ User Deskt op\fil es\.lego\l ogs\cli.log

Thislog file (and maybe the other log files in the same folder) should help our support team to investigate and to better
understand the issue.

If you want torestore a previously used certificate, go to the folder:
C.\Program Fi |l es (x86)\ TSpl us- Renot eWbr k\ Cl i ent s\ webserver

It will contain every "cert.jks" files used. These are the "key store" files and we never delete them, we only rename them
with the date and time of their disabling.
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Error Codes

Error 801: Free Certificate Manager was not able to register your Let's Encrypt account. Check your Internet
connection. Check that your email is not already registered at Let's Encrypt. Try again with another email.

Error 802 & Error 803: Free Certificate Manager could not retrieve Let's Encrypt Terms Of Service URL address.
Thisisanon blocking error: you can still continue and accept Let's Encrypt Terms Of Service - be sureto read
them from your browser first of course.

Error 804: Free Certificate Manager was not able to validate your agreement to Let's Encrypt Terms Of Service
with Let's Encrypt servers. Check you Internet connection. Try again.

Error 805 & Error 806: Free Certificate Manager was not able to validate that you own the domain you entered
during certificate creation (Error 805) or certificate renewal (Error 806). Check again all the prerequisites. Check
your Internet connection. Check that your web server islistening on port 80. Check that you do not use a third-
party web server such as 11S or Apache. Check that your domain name is accessible from the public Internet.

© TSplus - www.tsplus.net 71



