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TSplus Remote Work Prerequisites

1) General Information

Important: TSplus RemoteWork isnot compatible with T Splus RemoteA ccess.
It is not possible to install it on a server with TSplus RemoteAccess already installed.
TSplus Remote Work enables easy remote desktop access from your home office to your workstation at the office.

Y our office workstation (the host) can be any PC running a Windows Professional OS from Windows XP Pro to
Windows 11 Pro. Please note that Windows Home, Basic and Family additions are not supported.

T2IREMOTEWORK

- 1 CORPORATE
v DATA CENTER
AMD CLOUD SERVERS

YOUR PO AT HOME

REMOTEW

L COMNMECTION E - E
4 h i BROKER . " .
[ _ :
a‘i = B Ry : i"' E
' S
'@' l YOUR OFFICE PC

The TSplus Remote Work Server is both your Web Portal and Connection Broker. It redirects connection requests to
your own office workstation. The Connection Broker can be installed on any Windows system, server, or workstation.
The Connection Broker PC can aso be remotely accessed like any other one.

The Connection Broker isusually installed nearby your ISP's Router. A NAT (Network Address Tranglation) rule
redirects the HTTP and/or the HTTPS ports (default value is port 80/443) from the external |Pto the LAN IP of your
Connection Broker. In this configuration, your Connection Broker is the only system exposed to Internet.

For the most reliable access to your Remote Work Server, a Static Public IP Addressis required. If you do not have a
Static Public IP Address, you may also try aternative Dynamic DNS services like DynDNS.org or NO-IP.org.

Unlike traditional Remote Desktop services, Remote Work does not require the default remote desktop port (3389) to be
exposed to the internet. All traffic is web based, using HTTP/HTTPS. This enables administrators to use SSL certificates
for encrypted connections from the outside world.

2) Operating system

Your hardware must use one of the operating systems below:
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Windows Vista Service Pack 2

Windows 7 Service Pack 1

Windows 8/8.1

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

32 and 64 bitsare supported.

The required framework is .NET version 4.5.2 for al supported Windows versions.

If you install Remote Work on a Windows 2008 to 2019 make sure the RDS or Terminal Servicesrolesaswell as
the RDS Terminal Services licensing role are not installed before installing Remote Work .
If these roles were present, remove them and reboot.

Windows 10 Home edition is not supported.

On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

Windows Server 2019 Essentials Edition does not support RemoteA pp.

3) Network parameters

The TSplus Remote Work Server must have afixed |P address:
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General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 .
Subnet mask: 255 .

Default gateway: 192 .

Obtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server: 192 . 168 .

Alternate DMS server;

[] validate settings upon exit

Remote access (from Wide Area Network - WAN)

e A DSL connection is recommended as well as a public fixed address. Without a fixed | P address, you should
install adynamic DNS service like http://DynDNS.org More information about how to set this up can be found
here.

o The TCP RDP port (by default 3389) must be opened both ways on your firewall.

4) Sessions accessibility
Computers must be able to be accessible during remote connection sessions, it is therefore necessary that these computers
are powered on, and aso that the Standby or Hibernation mode are deactivated. The monitor(s) can be turned off.

If auser makes amistake and turns off his computer remotely, it is not practical to accessit again the next day. The
solution consists in activating this GPO : Administrative Templates (Computers) > Start Menu and Taskbar > Remove
and prevent access to the Shut Down, Restart, Sleep, and Hibernate commands.

It isaso possible directly viathe registry key:

HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer > Hi dePoww

Finally, it is also possible via T Splus Advanced Security, by checking the "No disconnect” box on the Security level
Customization tile:
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W TSplus Advanced Security - Security Level Customization

Security Level Customization

Disks Control  Applications Control

Remove Recycle Bin

Remove My Documents
Remove My Recent Documents
Remove My Music

Remove My Pictures

Remove Frequently Used Programs
Remove Programs

Remove Help and Support
Remove Control Panel
Remove Printers

Remove Metwork

Mo Metwork Meighborhood
Remove Context Menu
Restrict right click

Disable System Management programs
Disable Task Manager

Disable Windows key

Mo Folder options

Mo Active Desktop

Mo Disconnect

Mo Close

Mo Manage My Computer

Mo Delete Printer

Mo Internet Explorer

Currently customizing

WIN-A1LOOCNOES6 \ John

Currently based on

Kiosk Mode

See this documentation for more information.
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TSplus Remote Work Installation

Run TSplus Remote Work Setup program and then follow the installation steps.

:{,j Setup - T5plus-RemoteWork — .

Welcome to the
TSplus-RemoteWork Setup
Wizard

This will install TSplus-RemoteWork version 14.30.11. 2 on your
computer.

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Next> |  Cancel

Y ou can then select two custom options by ticking the corresponding boxes :

o Use custom proxy settings.
e Only download setup, which does not install TSplus Remote Work.

Click on next.
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L5 Setup - TSplus-RemoteWork

Advanced Setup Options
Specify advanced setup options below,

If any doubt, simply dick Mext to continue setup.

] Use custom proxy settingsi

[ ] only download setup (do not install)

Click on "I accept the agreement”.

E_‘) Setup - TSplus-RemoteWork

License Agreement
Please read the follawing impartant information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

TSplus-RemoteWork's license agreement

Software

You should carefully read the following terms and conditions before opening the
|software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and TSplus-RemoteWork. If you do not agree with these terms and conditions, or
do not want them to be binding on you, you should promptly return the package

unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on.

(®) I accept the agreement
()1 do not accept the agreement

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our T Splus Remote Work default
installation settings. According to our experience, most of the production issues are due to Windows security features.

Y ou can still modify these ports if you wish during installation or at any time on the Built-in Web Server Management of
the AdminTool
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. Just make sure that the defined ports are available and that Javaisinstalled on the server.

1LYy Setup - TSplus-RemoteWork — w

TSplus-RemoteWork : Access your PC using Internet

-z Your PC is at your working place in your office building

-z four device at home is a laptop, a Macbook or a tablet

-z Your favarite browser is Chrome, Firefox or Internet Explorer
-= You want to access your office Remote Desktop

-z Remote Work does it all right, very well and so fast

Change port numbers Disable HTTP built-n web server
HTTF: (®) Use the built-n HTTP web server

HTTPS: (") Disable the HTTP web server

The progress bar appears and allows you to follow the progress of the process:

L5 Setup - TSplus-RemoteWork -

Installing
Flease wait while Setup installs TSplus-RemoteWark on your computer,

Finishing installation...

Cancel

Then the TSplus Remote Work logo appears and a window informs you about the completion of the installation.
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L5 Setup - TSplus-RemoteWork -

Completing the
TSplus-RemoteWork Setup
Wizard

To complete the installation of TSplus-RemoteWork, Setup
must restart your computer, Would you like to restart now?

Please make sure you know your Windows username and
password before rebooting.

(®)¥ez, restart the computer now!

(") Mo, I will restart the computer later

To use TSplus Remote Work, you must reboot your system.
Thetria period delivers afull product for 15 days and 5 concurrent workstations.
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Updating T Splus Remote Work

Our development team is working on a daily-basis to ensure the stability and compatibility of TSplus Remote Work
with the latest versions of Microsoft Operating Systems and the latest Updates.

We are proud to provide you with new features and enhancements every week.

Thisiswhy it is recommended to keep your server up to date.
By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

Download the |atest version here with the Update Release.
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Using T Splus Remote Work

Login

From his home PC, John opens aweb browser (Firefox, Chrome or Edge for example). Then, he types the address of his
Connection Broker and enters his login information:

__
-

~=> & @ @ & 1921681120 R B+ n o & =

Done: The logon goes to John’s office workstation.
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John

{ . Welcome

Session Capture

If John leaves the office with unfinished work and an opens a session on his workstation, TSplus Remote Work will
capture his Desktop when he will start working from home.
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Printing

John can print documents on hislocal printer at home. He just has to select the Universal Printer.
The Universal Printer turns each of John’s print into a PDF file. This PDF is saved by his web browser:
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John can display, print or save this PDF print file on his home PC.
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