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Permissions Management

Since version 4.3, TSplus Advanced Security offers a Permissions functionality, allowing the administrator to manage

and/or inspect users/groups privileges.

On the Permissions dashboard, the list of users and groups and the list of availablefiles, foldersregistriesand printers

are showed side-by-side.

Everything isvisible at one sight, which makes it super easy to | nspect and M anage/Edit privileges for one user at atime
and therefore to increase the accuracy of the restrictions.

Manage Permissions

On the Manage tab, for each user or group selected on the | ft tree view, you can:
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Restrict Working Hours

@ Configured

Authorize users and groups to connect only during certain days and

timeslots.

Timeslot permissions can be managed by user or group. If a user belongs.

to several groups, the most permissive permissions apply.

Restrict Working Hours

Trusted Devices

@ Conigured

Decide whether @ user can connect from any device or only specific device
names and prevent compromised credentials from being used to access

your network.

A list of devices that attempt to connect is automatically created, facilitating

the task of accepting or denying access from specific devices.

ted Devices

Secure Sessions

@ Configured

Configure the security leve! for each user or group by selecting one of three

standardized security levels crafted to the IT industry's best pratices

standards.

Customize the security level of each of the three standard mades to fit your

needs.

Configure Secure Sessions

@ Configured

I Manage Permissions

Permissions Management

Easily inspect and edit permissions of users, groups, files, folders and
printers or inspect permissions applied to each folder. subfolder or file.
Audit specific files to monitor permissions in the event viewer

Inspect Permissions

Version7.1.911 |

{2} owmership

Select one or multiple files or folders to edit permissions
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(@ User Guide
Sessions > Permissions Management
(@ peny @ Read /" Modity
Users and Groups - AD Domain
Default View
Switch View
=]2 Users -
2 admin (protected)
[]& administrateur [protected)
02 usert
-2 userz
- |2 user3
2 usen
=-[]2. Groups
| &, Accés compatible pré-Windows 2000
|28, Accés DCOM service de certificats
-2, Administrateurs (protected)
|2, Administrateurs clés
| & Administrateurs clés Enterprise
|2, Administrateurs de I'entreprise
| &, Administrateurs du schéma
22, Administrateurs Hyper v
|22, Admins du domaine
{2 Contréleurs de domaine
{J&, Contréleurs de domaine clonables
{2 contréleurs de domaine d entreprise en led
< >

O Lacal Users and Groups
(@ AD Users and Groups

() User Guide

Name Permissions Oviner
2 Fa
[ $Recyclein AUTORITE NT\Sy|
B [ SWinREAgent BUILTIN\Adminig
[ [ Backupparam BUILTINVAdminig
(51 Documents and Settings AUTORITE NT\Sy
[ Perflogs AD\user1
[ Program Files T SERVICETrus
(51 Program Files (x36) T SERVICETrus
& [ ProgramData AUTORITE NT\Sy|
& [ Recovery AUTORITE NT\S)|
(51 System Volume Information BUILTIN\Adminig
= tmp BUILTINVAdminig
[ Users AD\user2
(=1 Windows T SERVICETrus
@ (5 wsession BUILTIN\Adminig
SWINRE_BACKUP_PARTITION.MARKER AUTORITE NT\S)|
Dumpstacklogtmp
langini BUILTINAdminis
silentiit BUILTIN\Adminis
< >
Tip: keep the CTRL key pressed to select muttipie items
@) Files and Folders O Registry O Printers

Version 7.1.9.11 |
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¢ Deny - When clicking on the Deny button, the selected user will be denied privilege on the selected filesystem
object. If afileis selected, then the selected user is denied the privilege of reading the selected file
(FileSystemRights.Read). If adirectory is selected, then the selected user is denied the privilege of reading and
listing the directory content (FileSystemRights.Read and FileSystemRights.ListDirectory).

¢ Read - When clicking on the Read button, the selected user will be granted privilege on the selected filesystem
object. If afileis selected, then the selected user is granted the privilege of reading the selected file and executing
if thefileisaprogram (FileSystemRights.ReadAndExecute) . If adirectory is selected, then the selected user is
granted the privilege of reading and listing or executing the directory content (FileSystemRights.ReadAndExecute
and FileSystemRights.ListDirectory and FileSystemRights. Traverse).

« Modify - When clicking on the Modify button, the selected user will be granted privilege on the selected
filesystem object. If afileis selected, then the selected user is granted the privilege of modifying the selected file
(FileSystemRights.Modify) . If adirectory is selected, then the selected user is granted the privilege of modifying
and listing the directory content, as well as creating new files or directories (FileSystemRights.Modify and
FileSystemRights.CreateDirectories and FileSystemRights.CreateFiles and FileSystemRights.ListDirectory and
FileSystemRights.Traverse).

e Ownership - When clicking on the Ownership button, the selected user will be granted full control over the
selected filesystem object (FileSystemRights.FullControl).

Same permissions options are possible for each Registry, by selecting the corresponding button under the right-tree view :

eV Vace s =ll=had oessions > Permissions Management

©) Read £ moany {2} ownersnip

Dashboard ps - AD Domain Select ane or multiple files or folders to edit permissions

Default View Name
=}

Oviner ~

opoonooooooe

Firewall

AUTORITE MT
BUILTIN\Adm

RecycleBin
WinREAgent
aram

BUILTIN\Adm
AUTORITE MT
AUTORITE MT
INT SERVICEVT
INT SERVICEN]
AUTORITE M1
AUTORITE MT
BUILTIN\Am,
BUILTIN\AAM,

Sessions

F3IIESE
CommmoOOEmE  ®
EFEiRGaAER @

System Volume Information
| Etmp
Users
. [ admin Deny BUILTIN Adm
Reporis . B [ administrateur Deny BUILTIN Adm
(3 [ All Uﬁ Deny AUTORITE NT
Read AUTORITE NT

Alerts

x
2 E
B35EE055888 3

g

u}

rey R
. TSplus Advanced Security - Please Wait... Deny AUTORITE NT

Dery AUTORITE MT
Full Control BUILTIN\Adm

ine
. e e Read BUILTIMADm
License : o I o <sveen ¥
omaine

Settings
Please Wait...

©
)
£) Ransomware
A
=
=
I

@ Files and Folders (O Registry () Printers

(3 User Guide Version7.1.911 | Permanent License Activaied - Ullimate Protection ediion. |

And for each Printer:
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= q 1.4
ADVANCEDSECURITY I ns > Per ons Management
. S .
@) peny © Print /' Manage Documents  {%} Manage Printer
[E] Dashboard Users and Groups - AD Domain Select one or multiple printers to edit permissions
Defautt View Name Permissions
Firewall Switch View
& Universal Printer Print
_ ]2 Users ~ & Microsaft XPS Document Writer Print
Sessions ]2 admin (protected) & Microsof Print to POF Print

trateur (protected)

2 usert
2 user2

Rlat= ccés compatible pré-Windows 2000

&5 DCOM service de certificats
Iministrateurs (protected)
Administrateurs dés
Administrateurs clés Enterprise

. Administrateurs de I'entreprise

Reports

Settings D.. Administrateu
2. administrateurs Hypu v

{12, admins du domaine
[J& contréleurs de domaine

B
©
@
&) Ransomware a
ol
(=]
tc
[

License -2 Contréleurs de domaine clonables
~{] 2. Contréleurs de domaine d'entreprise en led ¥
< >

Tip: keep the CTRL key pressed to select muttiple items.
() Local Users and Groups
() Files and Folders (O Registry (®) Printers

(®) AD Users and Groups

(@ User Guide

Version 7.1.9.11 | Permanent License Activated - Ulimate Protection edition. .

Please note that all permissions denied or granted to a directory are applied recursively to the filesystem objects contained
by this directory. The diagram below details the API calls when rights are applied to a filesystem object:

Ensure inherited rights from
groups are taken into
account

Rights are granted or denied

PurgeAccessRules

User or groups is
| Rights are denied ‘ granted Read

An access rule is created

including all rights ‘ User or groups is not
granted any rights

AddAccessRules

Rights are granted ‘

| An aceess rule is created
denying Read

An access rule is created

denying ChangePermissions User or groups is
ond TakeOwnership granted full centrel but User or gl
should not grantad Li

AddAccessRules

An access rule is created User or groups is
denying Write and Delete granted modify but

should not

AddAccessRules ———

An access rule is created
dEnymg ListDirectory

If rights are applies.on a directory, then inheritance is ‘

set at object (Objectinherit) and container lavel
(Containerinherit)

Documentation:

e Object Security: https://docs.microsoft.com/en-
us/dotnet/api/system.security.accesscontrol .objectsecurity 2view=netframework-4.5.2

¢ FileSystemRights: https://docs.microsoft.com/en-
us/dotnet/api/system.security.accesscontrol .filesystemrights?view=netframework-4.5.2

Inspect Permissions

On the Inspect tab, for each folder, subfolder or file selected on the left tree view, you can see the corresponding attributed

permissions to users or groups on the right tree view.

© TSplus - www.tsplus.net


https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
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- X
Sessions > Permissions Management
(:) Refresh Q Enable Audit @ View Audit
Select one or multiple files or folders to edit permissions Permissions
Name ~ Name Permissions
a (=8 a AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Read

3 SRecycleBin

[ SWinREAgent

3 Backupparam

() Documents and Settings
| Perflogs

Program Files

[ Commeon Files

[ dotnet

5 Google

(E3) Internet Explorer
3 Microsoft

[ Microsoft 5QL Server

{3 Microsoft NET

(5 softland

3 Tsplus

[ TSplus-Security

[ TSplus-ServerMonitoring
{3 Uniinstall Information
(3 Windows Defender

3 windows Mail

I3 Windows Media Player

Program Files (:35) an

[ Microsoft Visual Studio 99

{3 Mozilla Maintenance Service

@® Files and Folders (O Registry

O] d

O Printers

Y ou can refresh the status of the folders for them to be updated in real-time.

2 AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Read

& AUTORITE NT\Systéme
a BUILTIN\Administrateurs
2 BUILTINNUtilis ateurs

NT SERVICE\Trustedinstaller

Modify
Modify
Read

Full Control

An Audit can be enabled by selecting the desired folder, subfolder or file and click on the "Enable Audit" button at the

top:

ADVANCEDSECURITY

Dashboard

Firewall

Sessions

Ransomware

Reports

Setlings

License

Sessions > Permissions Management

(:) Refresh <O View Audit

Select one or multiple files or folders to edit permissions Permissions

Name ~ Hame

=] (=X 2 AD\admin
3 SReqyciesin 2. AUTORITE NT\Systéme

3 SWinREAgent

& Backupparam 2 BUITINAdministrateurs
[ Documents and Settings
(3 Perflogs
{5 Program Files
2 Program Files (xe6) Authorization Change Audit x

) ProgramData

(3 Recovery

[ System Volume Information)
[ tmp

Users

£ admin

(5 administrateur

[ Al Users

53 Default

This computer is a member of an Active Directory domain,
| Please ensure that your global security policies allow
authorization change audit.

=3 Default User
(5 Public
5 user
| desktop.ini
(3 windows
[ wsession

DumpStacklog.tmp

ﬂ SWINRE_BACKUP_PARTITIONMARKER

(®) Files and Folders  (0) Registry

(3) User Guide

O Printers
Version 7. I,ﬂ,l.

Permissions
Full Control
Full Control
Full Control

Permanent License Activated - Utimate Protection edition. |

The"View Audit" button allows you to see the corresponding audit on the Event Viewer:
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Same Inspections possibilities are available for each registry and printer by selecting the corresponding button under the

|eft-tree view :
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Dashboard

Firewall

Sessions

Ransomware

Alerts

Reports

Settings

License

Sessions

(:) Refresh

Q_ Disable Audit

Select one or multiple files or folders to edit permissions

Hame
a <}
SRecycleBin
SWinREAgent
[ Backupparam
(3 Documents and Settings
5 Perflogs
Program Files
Program Files (x88)
ProgramData
(3 Recovery
(3 System Volume Information
= tmp
B [ Users
=]

(5 Default User
(5 Public
£3 usen

| desktop.ini

Windows

(3 wsession
SWINRE_BACKUP_PARTITION.MARKER
DumpStacklogtmp

(@ Filesand Folders (O Registry O Printers

() User Guide

Permissions Management

Permissions

a0

Version7.1.911 |

Hame

AD\admin

AUTORITE NT\Systéme
BUILTINVAdministrateurs

Permissions
Full Control
Full Control

Full Control

Permanent License Activaied - Ullimate Protection ediion. |

Sessions

(:) Refresh

Permissions Management

Q Enavle Audit

<@ view Audit

Select one or multiple registry keys to edit permissions

Permissions

Name

=
=

=]

HKEY_LOCAL MACHIME

HARDWARE
3 AcP

|5 DESCRIPTION
EVICEMAP
ESOURCELIAP

SCFTWARE
&= 7-zip
5 Amazon

2

a

E-3

a0

Hame Permissions
AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Read
AUTORITE NT\RESTRICTED Read
AUTORITE NT\Systeme Full Control
BUILTIN'Administrateurs Full Control
Tout le monde Read

I Classes
c

cvsM
[ DefaultUserEnvironment
[ Digital River

(3 dotnet

(5 FabulaTech
oogle
ntel

Javasoft
(3 Microsoft
= Mozilla
(3 mozillaorg
i3 opBC

O Files and Folders O printers

() User Guide

Version7.1.9.11 |
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eV Ve =tcasd Sessions > Permissions Management

(:) Refresh Q_ Enable Audit <D View Audit
Dashboard Select one or multiple printers to edit permissions Permissions
Name Permissions [ Name Permissions
Firewall © [ Printers 2 AD\administrateur Print, Manage Documents...
B Virtual Printer 2. AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Print
b Microsoft XPS Document Writer 2 BUILTIN\Administrateurs Print, Manage Printer
Sessions S Microsoft Print to POF E3 BUILTINVOPpérateurs d'impression Print, Manage Printer
2, BUILTIN\Opérateurs de serveur Print, Manage Printer
e D 2 CREATEUR PROPRIETAIRE
a Tout le monde Print
Reports
Settings
License
< >

O Filesand Folders O Registry

() User Guide Version 7.1.9.11 | Permanent License Activated - Ulimate Protection edition. |
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