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Prevent RDP access and allow HTTP on the

Gateway Server

There are 2 ways to access the Gateway Server:

¢ HTML5/HTML
e RDP Session (viathe Gateway IP/DNS — Port number)

How to LOCK DOWN HTML/HTML5

We can use mstsc with a PORT number and RDP into a TSplus Application / Gateway Server.

However, if we use these advanced Security tools located the T Splus Admin Console on the Gateway Server, by going on

the Security tile/tab, then clicking on the Advanced Security optionstile..

T Server advanced security options

.

| ] R ]

Microsoft Remote Desktop Client Restrictions

Deny access from Microsoft RDP client
Deny access from Outside {onhy LAN)

[T Encrypts end4o-end communications

[] Block all incoming access to this server

Alow Windows Key

Allow CUT/PASTE within a session

Web Portal Access Restrictions

71 Mo Restriction

[] Limit access to the members of Remote Desktop Users

Disable UAC and enhance Windows access

[ Allow onby users with, at least, one assigned application

71 'Web Portal Access is mandatory for evenyone

@ Web Portal is mandatory, except for Admins!

[] Prohibit the Web Portal for Admins accounts

...the access is denied when trying to connect with RDP. To avoid this behavior, on the Gateway Server, you will have to

do the following:

¢ Go to Gpedit.msc, then under Computer Configuration, click on the Administrative Templates folder, on the

Windows Components folder and on Remote Desktop Services:
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= Local Group Policy Editor

File Action View Help

=[ Local Computer Policy
4 (& Computer Configuration
[» [ Software Settings
| Windows Settings
&[] Administrative Templates
= || Control Panel
[ 2] MNetwork
[ Printers
i [ System
| Windows Components
[y All Settings
4 % User Configuration
» [5] Software Settings
[ Windows Settings
> [ Administrative Templates

Setting

j Internet Explorer

[ | Internet Information Services
| Lecation and Sensors

[ NetMeeting

[ Network Projector

| Online Assistance

| Parental Controls

[ Presentation Settings

State -

Remote Desktop Services

[ RSS Feeds

[ Search

[l Security Center

[] Shutdown Options

| Smart Card

] Seund Recerder

[ Tablet PC

[ Task Scheduler

< [}

Extended )\ Standard /

e Then, click on the Remote Desktop Connection Client folder, double-click on the "Allow .rdp files from unknown
publishers" setting and enable it, as well as the "Configure server authentication for client":
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Eile Action View Help
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1 Metwork Projector
| Online Assistance
] Parental Controls
[ ] Presentation Settings

4[| Remote DesktoE Services
| RD Licensing

* || Setting

| RemoteFX USE Device Redirection

1] Allow .rdp files from valid publishers and user's default .rdp ...
Allow .rdp files from unknown publishers

E 1] Do not allow passwords to be saved

1] Specify SHAL thumbprints of certificates representing truste..,

4[| Remote Desktop Connection Client

| RemoteFX USB Device Redirection
| Remote Desktop Session Host

|i=| Prompt for credentials on the client computer

State

Mot configured
Enabled
Mot configured
Mot configured
Mot configured

|| Configure server authentication for client

Enabled

| RSSFeeds

==

-] .

4 ([}

Extended )\ Standard /

¢ Under the Remote Desktop Client menu, click on the Remote Desktop Session Host folder, then on the Security
folder. Enable the "Require user authentication for remote connections by using Network Level Authentication”

setting.
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File Action View Help

K |

4[] Remote Desktop Services * || Setting State
g ED Llcen[s)lnit s it 12| Server Authentication Certificate Template Mot configured
E = emote Deskion. OI"I!"IeCtIOI"I et et client connection encryption level Mot configured

4 [ | Remote DesktoE Seszion Host . =
Always prompt for password upon connection Mot configured

| Connecticns
| 7| Device and Resource Redirection

equire secure RPC communication Mot configured

= Licensing equire use of specific security layer for remote (RDP) conn... Mot configured
[ Printer Redirection Do not allow local administrators to custemize permissions Mot configured
[ Profiles @ Require user authentication for remote connections by usin...

| RD Connection Broker
| Remote Session Environment

[ ] Temporary folders

] RS5 Feeds

[ Search

71 Security Center MIERF LU | 3
g all, d + Bﬁended)\standard/
7 setting(s)
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