1S REMOTE _ | TSplus Remote Access LTS 14 - Documentation

How to use |IS rather than Termina Service
Plus default Web servers

Pre-requisites

It can be agood ideato Update Terminal Service Plusto be sure that you get the latest TSplus programs.

1) 11'S configuration

e Instal I1Swith the following modules : CGI, ISAPI Extensions and | SAPI Filters.

NEIE

Turn Windows features on or off 9‘

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that only part of the
feature is turned on.

| Web Management Tools -
= [F] ] World Wide Web Services
= | Application Development Features

[]| -NET Extensibiity

[]! asp =
[]! AsP.NET

). Cal

| ISAPI Extensions

| ISAPI Fitters

[] | server-Side Includes

| Common HTTP Features

OK Cancel

e Configuring the IS Port:

Access the |1S management console, expand the list below your server name, then Expand the "Sites' menu and right
click on "Default Web Site" and click on "Edit Bindings":
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o » WIN-URFCTRSQGDF » Sites » Default website »

File View Help

@ il I8 0 Default website Home
. ?ﬂ Start Page :
: Filter: - ¥ Go - Show All | G by:
€3 WIN-URFCTRSQGDF (WIN-URFCTRSQGDF\Administrator) — A I -]
(2} Application Pools ASP.NET ~ [
4[] Sites ot " .
b /@ Default websi 8 @ Q
sl Explare NET NET .NET Error Pages NET
Edit Permissions... ithorizati... Compilation Globalization
@ Add Application... I"E‘El % B é& =
&1 Add Virtual Directory... ETProfile  NETRoles  .NETTrust  .NET Users
| EditBindings... | kevels
Manage Website 2 ,/‘J'E g s],] ﬁ L
%3 Refresh pplication Connection Machine Key Pages and
oy Settings Strings Controls
K Remove . .
§ Install Application From Gallery L& & ‘
Rename Providers Session State SMTP E-mail
B e one e o aae

Click on "http" and "Edit". Change the port to 81 and click Ok, and then click Close:

Site Bindings wef e

Type Host Mame Port IP Address Binding Informa... Add...
http 80 &

Type: IP address:
|http ‘-'| |AI| Unassigned v| |3-|

Host name:

Example: www.contoso.com or marketing.contoso.com

(== [ e = R ‘

Disable the 443 port or change this port for another free port.

Then, restart the I1S Manager.

2) Create virtual directory for CGlI

In the left panel menu, expand the menu under your server, then "Sites," and right-click on your site to add a new "virtual
directory"”, as shown in the image below:
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e iz |8 S
- ﬁ‘ﬁ Start Page il
= i
4 --iﬂ WIN-URFCTRSQGDF (WIN-URFCTRSQGDR Administrator) .

...} Application Pools Al
a-[@| Sites
[ Default websit-—
Explore
Edit Permissions... I
&' Add Application...
|+ Add Virtual Directory... .
Edit Bindings...
Manage Website 2
i3 Refresh b
K FRemove
Install Application From Gallery
Rename
ﬁéi Switch to Content View

On the window that will open fill in asfollows:
Alias. cgi-bin

Physical path: "C:\Program Files(x86)\T Splus\Clients\www\cgi-bin"

Site name:  Default website
!

Alias:

|cgi-bin

Exarnple: images

Physical path:
| ChProgram Files (28610 TSplus\ Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...
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Then click "OK" and you will see that the "cgi-bin" virtual directory has been added to your 11S Web site. Now, right-
click this"cgi-bin" virtual directory and click on "Convert to Application". Click "OK" and accept the default settings.

Q-2 8 Bl o
- #ﬁ Start Page Eilt
: ilter:
a iﬂ WIN-URFCTRSQGDF (WIN-URFCTRSCGI
@ Application Pools ASP.NET
4.[@] Sites 2=
4 €9 Default website 3
[ cgi-bin RIET.
& Explore
Edit Permissions...
| & Convert to Application
& Add Application...
& Add Virtual Directory...
Manage Virtual Directory ~ »
Refresh
K Remove
[‘:‘; Switch to Content View

Site name:  Default website
Path: !

Alias: Application pool:

| | Default website

Example: sales

Physical path:

|C:"I.P'mgram Files (x86\TSplus\ Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...

[] Enable Preload

Then select the "Handler Mappings' icon for this folder on the right side of the Manager window:
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Eﬂ + WIN-URFCTRSQGDF » Sites » Default website » cgi-bin »

File  View Help

I 5j cgi-bin Home

B ﬁ Start Page 7
i Filter - W Go - G Show All
493 WIN-URFCTRSQGDF (WIN-URFCTRSQGE | o ¥ Go -G Showll |

@ Application Pools =
4.8 Sites =0 ﬂ

4 ‘ Default website Directory Error Pages Failed Request
b cgi-bin Browsing Tracing Rules

i Hr="s
4 fqs] =
Handler HTTP Redirect  HTTR Response
Mappi Headers

v 8 =

IP Address and Logging MIME Types
Domain Rest...

d =

Modules Output Caching Request Filtering

9

S5L Settings

Management

From the list of Handler Mappings, double click on "CGl-exe".

Then, search the hb.exe executable from the Executable property box and click OK.

Request path:

*.exe
Example: *.bas, wsvc.axd
Module:

Open Feature
,& Explore
Edit Permissions...
Basic Settings...
Manage Virtual Directory @
Browse Virtual Directory
Browse ™:81 (http)
Edit Virtual Directory
Advanced Settings...

@ Install Application From
Gallery

o Help

CgiModule

Executable (optional):

"C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.exe"

Name:

Cail
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A prompt for confirmation appears. Click "OK" to alow this ISAPI extension.

Do you want to allow this ISAP| extension? Click “Yes" to add the
extension with an “Allowed” entry to the ISAPI and CGI Restrictions list
or to update an existing extension entry to "Allowed" in the ISAPI and

C Gl Restrictions list.

Now click on "Edit Feature Permissions’:

Name = | Path | State [ Path Type | Handler | Entry Type |

o Add Managed Handler...

Disabled File [zapitModule Local
Add Script Map. .,
Enabled Add wildcard Script Map...
OPTIONSYerbHand add Module Mapging. .. Enabled Unspecified PratacolSupport Moduls Local
TRACE YerbHandler| Enabled Unspecfied ProtocalSupport Moduls Local
StaticFile Edit... Enabled File or Folder StaticFileMadule, Def aultDocume., . Local
Rename
Remove
I Edit Feature Permissions. .,
Revert To Parank
Wiew Ordered List...
@ nep
nline Help

Check the "Execute" checkbox and click OK:

Edit Feature Permissions

Back to the "CGI-bin" Home, click on "CGI" to open the CGI properties:

© TSplus - www.tsplus.net 6



12IREMOTEACCESS

TSplus Remote Access LTS 14 - Documentation

9 /cgi-bin Home

Filter: - (G5 Show Al | Group by: Area - -
s ~
& = (o E [N = - -
c'\!!. m é‘ o 0] L& & J "= Lu i *‘?ﬂ
Authentic... CGl Compression  Default Directory  ErrorPages  Handler HTTP Logging MIME Types  Modules
Document  Browsing Mappings Respon...

v @

* = &

Qutput Request  SSL Settings
Caching Filtering

Change the value of "Use New Console For Each Invocation™ to "True". Then,

f) cal

Display: Friendly Names
4 Behavior
Time-out (hh:mm:ss) 00:15:00
Use New Console For Each Invocation True
4 Security
| Impersonate User

True

3) Configure CGI extension permission

click "Apply" to save the changes.

v Apply
5 Cancel

@ Hep

Now, the last step isto allow the CGI extension to run on the server. Click on the "ISAPI and CGI Restrictions' icon. This
can be found by clicking on the machine name in the menu on the left side of the window.

|| @9 WIN-08MP70K44CH Home
EFTEAT) | &
T L Fiker: Go - ignshow Al | Groupby: Ares &
us
(=14 Default Web Ske A o = ' - = & ? &
- ¥ cgitin i ;];J L] |")" B = L ! = I!Il
i cal G Default Directory  Error Pages Fashioil Handler HTTP S5F] Fiters Logaing
Documeant: Browsing Sattings Mappings Resgpo...
- e - = <
! e
= oM oy &8 I @
MIME Typas Modules Cutput Request Server Wrorkar
Caching Fitering Certficates  Processes
Management

&

Configuration Featire
Edkor

| b

b=l
Shared
Delegation  Confuguration

On the "ISAPI and CGI Restrictions' page, click "Add ..." on the right side of the window. Now specify the full path to
the "hb.exe" file hosted in the TSplus folder. Be sure to check the "Allow extension path to execute" option, as Illustrate
the following images:
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Cig ISAPI and CGI Restrictions

IJse this feabure bo specify the ISAPT and CGl extensions that can run on the Web serv

Group by: Mo Grouping -

_Description +

| Restriction | path

Edit Feature Settings...

© rep
Cnline Help

ISAPI or CGI path:

| Ch\Program Files (x36)\T5plus\ Clients\wwwhcgi-binthb.exe

Description:

|cr3|

[w] Allow extension path to execute

G’a ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server,

Group by: Mo Grouping

Descripfion Restriction Path
Active Server P...  Allowed Sewindirfe\system32iinetsnAasp.dil
ASP.MET v2.0.5... Allowed Zewindir¥\Microsoft. NET\Framework64\w2,0.5072 7\ aspnet_isapi.dil
ASP.NET v2.0.5... Allowed Sewindir®a\Microsoft. NET\Framework\v2.0.5072Maspnet_isapi.dll
ASP.MET w4.0.3...  Allowed ewindirfz\Microsoft. NET\Frameworkw4.0.3031%aspnet_isapi.dll
ASP.MET w4.0.3...  Allowed Sewindirz\Microsoft. NET\Fram ework64\w4.0.303 19 aspnet_isapi.dil
lcal Allowed C:\Program Files (x86)4TSplus\ Clients\wwwhcgi-binihb.exe |

Make sure that in CGI section of your server, "Default Web Site" and "cgi-bin" the setting "I mpersonate User” is set to

"True".
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= Internet Information Services (IIS) Manager - = =
@W |_§ » WIN-NZUEFVD2SBH » Sites » Defoult Web Site » cgi-bin » ‘sn M@ -
File View Help
Connections - Actions
. 2 cal
Lz 2|8 IEf J
S Stk Bane Display: Friendly Names :
485 WIN-NZUEFVD25BH (WIN-N2UEI P
(5} Application Pools 4 Behavier i
2 B Sites Time-cut (Rhimmiss) 00:15:00
469 Default Web Site Use New Console For Each Invocation True
b @ cgichin 4 Security
Impersonste User True

Impersonate User

Specifies whether a CGl process is created in the system context or in the context of the requesting user.

< T 51 [ Features View |7 Content View

Configuration: 'localhost' applicationHost.config , <location path="Default Web Site/cgi-bin"> &

Give full permission to user "[USR" in the directory "C:\Program Files (x86)\T Splus\Clients\www\cgi-bin"

Give full permission to user "IUSR" in the directory "C:\Program Files (x86)\T Splus\Clients\webserver\twofa'

4) Add Mimetypesin lIS

Open a command prompt as an administrator and run the following commands:

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /+[fileExtension=".dat',mimeType="text/plain’]

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /+[fileExtension="",mimeType="text/plain’]

Restart 11S.

5) Configure 1S Directory Permissions

Give full permission to the group "Everyone" in the directory " C:\inetpub\wwwroot"

6) Configure TSplus

Go to the Web Server tab of the AdminTool, then choose the "Use a Different HTTP server" option:
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Tl TSplus - Administration Console

HOME

APPLICATIONS

PRINTER

'WEB

& @ O ®

\Web Portal

HTTPS

Web Server

i
z

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

® =B L e

LICENSE

TSELUS

Remote Access Management Console

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IS or Apache for example).

O Use the built-in HTTP web server

@ Use a different HTTP web server

‘When using 1S or Apache, its HTTP port number must be set to 81,
(Tunneling forwards this 81 port into the public HTTP port 80}

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:

C:\Program Files (x86)\TSplus\Clients\www

Select a new Web Server root path

‘Web servers options

Change the HTTP/HTTPS port numbers
‘Will not change IS or Apache port settings

TR g0 EH

HTTPS: ‘443

Save and Restart Web Server

Then, in the same window, click on "Select a new Web Server root path”, and put the path of the I1S directory, which
should be something like: "C: \ inetpub \ wwwroot". Now click on "Save and Restart the AdminTool".

T TSplus - Administration Console

HOME

APPLICATIONS

PRINTER

‘WEB

& & 0O ®

Web Portal

HTTPS

Web Server

i
S

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

LICENSE

® 2B L D

TSELUS

Remote Access Management Console

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IIS or Apache for example).

O Use the built-in HTTP web server

@ Use a different HTTP web server

‘When using IS or Apache, its HTTP port number must be set to 81,
{Tunneling forwards this 81 port into the public HTTP port 80}

Change the Web Server root path
You can change the Web Server default root path.
The current Web Server root path is:

C:\Program Files (x881\TSplus\Clients\wuw

After dicking on 'Save’, the new Web Server root path will be:
Chinetpub\wwwroot

Select a new Web Server root path

‘Web servers options

Change the HTTP/HTTPS port numbers
‘Will not change IS or Apache port settings

il S

HTTPS: ‘443 g

Save and Restart Web Server

The following messages will appear:
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disabling Built-in HTTP >

| The built-in HTTP will not start anymore.
3N Make sure that one other HTTP web server is active on port 81

Your web root path is now:
Chinetpublwwwroot

Wait. The Admintool will be closed automatically. Then open the Admintool again and click on the Web tile.

Finally, restart the web servers:

TJ TSplus - Administration Console

TSiEUS Remote Access Management Console

ot HOME
[ appucamions Q @
@ PRINTER Computer name: DESKTOP-SCVIIVH hitp://localhost

Private IP 192.168.1.22

. > o8

@ WEB PublicIP 78. ]

RDP port 3389 f The built-in HTTP server is listening on port 80
E FARM Connections: 1 Q The HTTPS server is listening on port 443

o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - No issues found on & e i & et
ADVANCED
sia'; @ Version 78 © -You are using the latest version
{<p ADD-ONS
@ License Activated - Enterprise edition - 25 users

(@57 LICENSE

End of support date; ™ =5 =

@ Help

English -

7) Test with local host

Warning: Use adifferent user account.
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If you try with your current user account from your own RDP session to the server, then you will be disconnected and
not be able to reconnect.

PLUS

Log on

TSPLUS ‘

| John | <

O HTMLS @ RemoteApp
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