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TSplus Remote Work Prerequisites

1) General Information

Important: TSplus RemoteWork isnot compatible with T Splus RemoteA ccess.
It is not possible to install it on a server with TSplus RemoteAccess already installed.
TSplus Remote Work enables easy remote desktop access from your home office to your workstation at the office.

Y our office workstation (the host) can be any PC running a Windows Professional OS from Windows XP Pro to
Windows 11 Pro. Please note that Windows Home, Basic and Family additions are not supported.
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The TSplus Remote Work Server is both your Web Portal and Connection Broker. It redirects connection requests to your
own office workstation. The Connection Broker can be installed on any Windows system, server, or workstation. The
Connection Broker PC can also be remotely accessed like any other one.

The Connection Broker is usualy installed nearby your ISP's Router. A NAT (Network Address Tranglation) rule
redirects the HTTP and/or the HTTPS ports (default value is port 80/443) from the external |P to the LAN IP of your
Connection Broker. In this configuration, your Connection Broker is the only system exposed to Internet.

For the most reliable access to your Remote Work Server, a Static Public IP Addressis required. If you do not have a
Static Public P Address, you may also try alternative Dynamic DNS services like DynDNS.org or NO-IP.org.

Unlike traditional Remote Desktop services, Remote Work does not require the default remote desktop port (3389) to be
exposed to the internet. All traffic is web based, using HTTP/HTTPS. This enables administrators to use SSL certificates
for encrypted connections from the outside world.

2) Operating system

Your hardware must use one of the operating systems below:
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Windows 7 Pro

Windows 8/8.1 Pro

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

¢ Windows Server 2022

Both 32 and 64 bits ar chitectures are supported.

The required framework is .NET version 4.5.2 for all supported Windows versions.

If you install Remote Work on a Windows 2008 to 2019 make sure the RDS or Terminal Servicesrolesaswell as
the RDS Terminal Services licensing role are not installed before installing Remote Work .
If these roles were present, remove them and reboot.

Windows 10 Home edition is not supported.

On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

Windows Server 2019 Essentials Edition does not support RemoteA pp.

3) Network parameters

The TSplus Remote Work Server must have afixed P address:
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General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 .
Subnet mask: 255 .

Default gateway: 192 .

Obtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server: 192 . 168 .

Alternate DMS server;

[] validate settings upon exit

Remote access (from Wide Area Network - WAN)

e A DSL connection is recommended as well as a public fixed address. Without a fixed | P address, you should
install adynamic DNS service like http://DynDNS.org More information about how to set this up can be found
here.

e The TCP RDP port (by default 3389) must be opened both ways on your firewall.

4) Sessions accessibility
Computers must be able to be accessible during remote connection sessions, it is therefore necessary that these computers
are powered on, and aso that the Standby or Hibernation mode are deactivated. The monitor(s) can be turned off.

If auser makes amistake and turns off his computer remotely, it is not practical to accessit again the next day. The
solution consists in activating this GPO : Administrative Templates (Computers) > Start Menu and Taskbar > Remove
and prevent access to the Shut Down, Restart, Sleep, and Hibernate commands.

It isaso possible directly viathe registry key:

© TSplus - www.tsplus.net 3


http://DynDNS.org
http://support.tsplus.net/kb/faq.php?id=30

TS

PLUS

QE MOT EWO Ql( TSplus Remote Work - Documentation

© TSplus - www.tsplus.net 4
HKEY LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer > Hi dePow



TS ‘ REMOTEWOIRIK TSplus Remote Work - Documentation

Finally, it is aso possible via TSplus Advanced Security, by checking the "No disconnect” box on the Secure Desktop
Customization tile:

W TSplus Advanced Security - Security Level Customization — X

Security Level Customization

Disks Control Applications Control

Currently customizing

Remove Recycle Bin

emove My Documents
Remove My Recent Documents
Remave My Music

Remaove My Pictures

emove Frequently Used Programs Currently based on
Remove Programs
Remove Help and Support Kiosk Mode
Remaove Control Panel

Remave Printers

Remave Metwork

Mo MNetwork Meighborhood

Remave Context Menu

estrict right click

Disable System Management programs
Disable Task Manager

Disable Windows key

Mo Folder options

Mo Active Desktop

Mo Disconnect

Mo Close

Mo Manage My Computer

-+ MNo Delete Printer

Mo Internet Explorer

WIN-A1LOOCNOES6\John

See this documentation for more information.
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