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|P Addresses

I P addresses management is easy with asingle list to manage both blocked and whitelisted 1P addresses:
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614 349 459 [P address(es) blocked
x BRUTEFORCE IP Address | Country Status ~ | Description | B
B 5o 535,246 Germany Blocked - Homeland Protection
@ BLOCKED IP ADDRESSES E 194517515 Tran Blocked - Homeland Pratection
- 95.142.227.134 Iran Blocked - Homeland Protection 23 mai 2022 16:56:48
B8 103.239.53.25 Cambodia Blocked - Homeland Protection 23 mai 2022 18:5404
|2| RANSOMWARE ® 51,194.226.1 Japan Blocked - Homeland Protection 23 mai 2022 18:47:44
= 180.185.246.171 India Elocked - Homeland Protection 23 mai 2022 18:13:56
15 51.254.49.105 United Kingdom Blocked - Homeland Protection 23 mai 2022 17:41:21
D PERMISSIONS = 93.174.69.131 Metherlands Blocked - Homeland Protection 23 mai 2022 16:32:08
B 223.71.167.165 China Blocked - Homeland Protection 23 mai 2022 16
@ WORKING HOURS 139.162,215.70 United Kingdom Blocked - Homeland Protection 23 mai 2022 15,
B 54.159,36.90 GErmany Blocked - Homeland Protection 17 mai 2022 09:20:03
4. 181.214.206.204 Netherlands Blocked - Homeland Protection 17 mai 2022 09:05:31
"+ SECURE DESKTOPS 182.239,114.204 Hong Kang Blocked - Homeland Protection 17 mai 2022 08:56:04
= 131.214.206.205 Metherlands Elocked - Homeland Protection 17 mai 2022 08:50:18
.D. ENDPOINTS iTW‘SS‘SE.EU Ukraine EBlocked - Homeland P!’UtEEt!DTI 17 mai 2022 06516342
45.83.64.1 GErmany Blocked - Homeland Protection 17 mai 2022 07:36:45
B 45.53.65.204 Germany Blocked - Homeland Protection 17 mai 2022 07:38:17
O‘ EVENTS B 45 53,565,249 GErMany Blocked - Homeland Protection 17 mai 2022 07:38:07
= 159.65.200.34 Metherlands Elocked - Homeland Protection 1T mai 2022 06:36:24
. 511634137 Russia Blocked - Homeland Protection 1F mai 2022 06:28:04
@ SETTINGS = 186.122.149.142 Argentina Blocked - Homeland Pratection 17 mal 2022 06:22:16
-5 51.139 Netherland: Blocked - Homeland Protection 17 mai 2022 06:13:00 hd
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By default, IPV4, IPV6 and al server localhosts addresses are whitelisted.

A convenient search bar provide search capabilities based on all information provided. For example, if we searched for
blocked addresses, by entering the word "blocked" on the search bar, all the blocked IPswill be visible:
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£14 349 459 [P address(es) blocked
X BRUTEFORCE IP Bddress [ Country Status ~ [ Date [ Description [ =
1.19.0.1-1.19.255.254 South Korea Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
@ BLOCKED IP ADDRESSES 132.126.1-1.32.191.., Singapore Blacked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses
100.64.0.1-100.12 Blocked - Hacker IP Protection Know malicious IP Addresses
Blacked - Hacker IP Protection 154 Know malicious IP Addresses
ﬁ RANSOMWARE China Blocked - Hacker IP Protection 23 mai 2022 22:54:01  Know malicious IP Addresses
China Blacked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses
. China Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
[T rermassions
B 101.42.0.1-101.42.2... China Blacked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses
102.152.0.1-102.20.., Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
@ WORKING HOURS Blocked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses

Blocked - Hacker IP Protection
Blacked - Hacker IP Protection

Know malicious IP Addresses

Know malicious IP Addresses

;; SECURE DESKTOPS Blacked - Hacker IP Protection 23 mai 2022 22:5401  Know malicious TP Addresses
Blacked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses
D ENDPOINTS Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
Blacked - Hacker IP Protection Know malicious IP Addresses
South Africa Blocked - Hacker IP Protection Know malicious IP Addresses
O‘ EVENTS Blocked - Hacker IP Protection Enow malicious IP Addresses
Blocked - Hacker IP Protection Know malicious IP Addresses
Tvory Coast Blocked - Hacker IP Protection know malicious IP Addresses
5§3 SETTINGS South Africa Blocked - Hacker IP Protection 23 mai 2022 22 Know malicious IP Addresses
South Africs Blacked - Hacker IP Protection 23 maj 2022 22; Know malicious IP Addresses
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Furthermore, administrators are able to perform actions on several selected | P addresses with asingle click. Among the
new features | P addresses management introduced, you will find the possihility to provide meaningful descriptions to any
IP addresses:

W Edit Description — >
IP Address |125.21 2233172 |
Description |Accnuntanq;-5enrer |

y‘ Edit Description

Last but not least, administrators are now able to unblock and add to whitelist multiple blocked IP addressesin asingle
action, by clicking on the "Add Existing to Whitelist" tab.

Using the command line to whitelist or block |P addresses and/or |P
ranges

o Inorder to whitdlist |P addresses or IP range(s), the command has this syntax :
TSplus-Security.exe addwhitelistedip [ip addresses] [optional description]

Y ou may whitelist several 1P addresses, with acolon or semi-colon delimiter. Moreover, you can specify |P address
ranges, instead of simple |P addresses. The syntax is: X.X.x.x-y.y.y.y Finaly, you may indicate an optional description of
the whitelist rule

Hereis an example of a complete command : TSplus-Security.exe addwhitelistedip 1.1.1.1;2.2.2.2;3.3.3.1-3.3.6.12;5.5.5.5
"John's workplaces'

e Inorder to block IP addresses or IP range(s), the command has a similar syntax :
TSplus-Security.exe blockips [ip addresses] [optional description]

¢ In order to unblock IP addresses or IP range(s), the command has a similar syntax :
TSplus-Security.exe unblockips [ ip addresses]

This command has no effect on IP addresses already blocked by Hacker IP protection. If you still want to unblock one of
these addresses, please use the whitelist command.
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