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Events

The security events are a great source of information as they display the operations performed by TSplus Advanced
Security to protect your computer.

The Events window can be opened from the TSplus Advanced Security main window, by clicking directly on the last 5
events displayed or on the Events tab. The information displayed on the Events window are refreshed automatically every
few seconds.

Thelist of security events presents 4 columns, which describes the severity, the date of the check or performed operation,
the associated feature icon and the description.

s TSplus Advanced Security - Security Event Log - Events since 05 mai 2022 22:39:33

Homeland - 683 remote accesses denied rd Swynchronized Hacker IP addresses protects your
(7 since 05 mal 2022 22:40:16 WC ruteforce - 0P adress blacked computer against 614 345 835 IP addresses,
) +5 ) )
Warking Hours is not enabled. P Secure Desktops is not enabled. _D_ Endpaints is not enabled.
| Date \ Feature | Message

23 mai 2022 22:54:03 Synchronized Hacker IP addresses protects your computer against 614 343 355 IP addresses,

A remote connection has been authorized from IP address 212,106,118.150 because 212,106.118,150 is associated with the

23 mai 2022 224847 authorized country France

& connection has heen autharized for user M5204350wmadmin fram camputer AIHKEZPPONMOGS because this feature is

2l i) U TS not enabled for this user

23 mai 2022 22:40:15 Alogon request has been granted for user N5204350wmadmin because NS204950wmadmin is allowed

A new session ROP-Tcp# 1 (#9) has started for user ME204350%wmadmin from client A3HXEZPPOMMOGS and IP address

23 mai 2022 22:40:15 90,3031

23 mai 2022 22:40:11 A remote connection has been authorized from IP address 90.3.0.31 because 30.53.0.31 s allowed

23 mai 2022 22:30:03 Synchronized Hacker IP addresses protects your computer against 614 343 888 IP addresses,

A remote connection has been authorized from IP address 20§.64.33 85 because 208.64.33.85 is associated with the
authorized country United States
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The example above ilustrates real life denied connection attempts blocked by TSplus Advanced Security.

The description of the event often explains why the action was performed or not. Asillustrated, retaiatory actions are
often written in red and highlighted with ared shield icon.

Events window can be moved around and does not prevent you from using the other TSplus Advanced Security feature.

Following feature status at a glance

The 6 tiles at the top of the window displays a status for each corresponding TSplus Advanced Security features.

Homelzand - 683 remote accesses denied rd Synchronized Hacker IP addresses protects your
@ since 05 mai 2022 22:40:16 h Brutefarce - 0 IF address blocked computer against 614 348 888 IP addresses,

® Warking Hours is not enabled. /+’1 Secure Desktops is not enabled, _D_ Endpuoints is not enahled.
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In the example above, Homeland Protection status shows 673 blocked connections since May 2022. Also, the example
warns that the Endpoint Protection feature is not enabled. The status are displayed according to the security events
recorded. The window title highlights the oldest security events.

Navigating and Searching through events

o A deep global search is now available in order to find specific events quickly.
o Next to the global search, 2 date and time pickersfilters the displayed events according to the date the event was

raised.

e Ontheright, arrows allows to change pages and navigate to view older events.

I nteracting with events

Finally, it is also possible to act on the event by clicking on a button located in the bottom menu, or right-clicking on the

desired event:

Copy the event message
Copy the IP Address
Unblock the IP address

Unblock and add to | P addresses allow list

| Date | Feature

| Message

23 mai 2022 22:5403

Synchronized Hacker IP addresses protects your computer against 614 345 885 [P addresses,

23 mai 2022 22:45:47

Aremote connection has heen authorized from TP address 212.106.118.150 because 212.106.118.150 is associated with the
authorized country France

23 mai 2022 22:40:15

A connection has been authorized for user NS204950%madmin from computer ASHREZPPOMMOGS because this feature is
not enabled for this user

23 mai 2022 22:40:15

Alogon request has been granted for user NS204950madmin because NS204350wmadmin is alloaed

23 mai 2022 22:40:15

& new session ROP-Tcp# 1 (#9) has started for user NS204350wmadmin from client AIHXEZPPONMOGS and IP address

a0.3.0.31

23 mai 2022 22:3003

Synchronized Hacksy

Copy
Copy IP Address
Unblock IP address

Unblock and add to IP addresses allow list
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23 mai 2022 22:28:41
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A remote connection has heen authorized from TP address 208.64.33.85 because 208.64.33.85 is associated with the

authorized country United States
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Unblock IP address

Unblock and add to IP addresses allow list
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